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During the actual protocol, we first have to choose the private keys a and b. They should stem from a true 

random generator in order to prevent an attacker from guessing them. For computing the public keys A 

and B as well as for computing the session key, both parties can make use of the square-and-multiply 

algorithm. The public keys are typically precomputed. The main computation that needs to be done for a 

key exchange is thus the exponentiation for the session key. In general, since the bit lengths and the 

computations of RSA and the DHKE are very similar, they require a similar effort. 

 

 


