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Introduction

Assume we have two communicating parties, Alice and Bob, who share a secret
key. Furthermore, the secret key is used for encryption with a block cipher. When
Alice receives and decrypts a message which makes semantic sense, e.g., the de-
crypted message 1s an actual (English) text, she can in many cases conclude that the
message was in fact generated by a person with whom he shares the secret key!. If
only Alice and Bob know the key, they can be reasonably sure that an attacking third
party has not changed the message in transit. So far we've always assumed that the
bad guy is an external party that we often named Oscar. However, in practice it is
often the case that Alice and Bob do want to communicate securely with each other,
but at the same time they might be interested in cheating each other. It turns out that
symmetric-key schemes do not protect the two parties against each other. Consider
the following scenario:

Suppose that Alice owns a dealership for new cars where you can select and
order cars online. We assume that Bob, the customer, and Alice, the dealer, have
established a shared secret kqp, e.g., by using the Diffie—Hellman key exchange.
Bob now specifies the car that he likes, which includes a color choice of pink for the
interior and an external color of orange — choices most people would not make. He
sends the order form AES-encrypted to Alice. She decrypts the order and is happy
to have sold another model for $25,000. Upon delivery of the car three weeks later,
Bob has second thoughts about his choice, in part because his spouse is threatening

him with divorce after seeing the car. Unfortunately for Bob (and his family). Alice
has a “no return™ policy. Given that she is an experienced car dealer, she knows
too well that it will not be easy to sell a pink and orange car, and she is thus set
on not making any exceptions. Since Bob now claims that he never ordered the
car, she has no other choice but to sue him. In front of the judge, Alice’s lawyer
presents Bob®s digital car order together with the encrypted version of it. Obviously,
the lawvyer argues, Bob must have generated the order since he is in possession of
kg with which the ciphertext was generated. However, if Bob's lawyer is worth his
money, he will patiently explain to the judge that the car dealer, Alice, also knows
kap and that Alice has, in fact, a high incentive to generate faked car orders. The
judge, it turns out, has no way of knowing whether the plaintexi—ciphertext pair was
generated by Bob or Alice! Given the laws in most countries, Bob probably gets
away with his dishonesty.

This might sound like a rather specific and somewhat artificially constructed sce-
nario, but in fact it is not. There are many, many sifuations where it is important
to prove to a neutral third party, i.e., a person acting as a judege, that one of two (or
muore) parties senerated a message. By proving we mean that the judge can conclude
without doubt who has generated the message, even if all parties are potentially dis-
honest. Why can’t we use some (complicated) symmetric-key scheme to achieve
this goal? The high-level explanation is simple: Exactly because we have a sym-
metric set-up. Alice and Bob have the same knowledge (namely of keys) and thus
the same capabilities. Everything that Alice can do can be done by Bob, too. Thus,



a neuitral third party cannot distinguish whether a certain cryptographic operation
was performed by Alice or by Bob or by both. Generally speaking, the solution to
this problem lies in public-key cryptography. The asymmetric set-up that is inherent
in public-key algorithms might potentially enable a judge to distinguish between
actions that only one person can perform (namely the person in possession of the
private key), and those that can be done by both (namely computations involving
the public key). It turns out that digital signatures are public-key algorithms which
have the properties that are needed to resolve a situation of cheating participants. In
the e-commerce car scenario above, Bob would have been required to digitally sign
his order using his private key.

10.1.2 Principles of Digital Signatures

The property of proving that a certain person generated a message is obviously
also very important outside the digital domain. In the real, “analog™ world, this is
achieved by handwritten signatures on paper. For instance, if we sign a contract or
sign a check, the receiver can prove to a judge that we actually signed the message.
(Of course, one can try to forge signatures, but there are legal and social barriers that
prevent most people from even attempting to do so.) As with conventional hand-
written signatures, only the person who creates a digital message must be capable
of generating a valid signature. In order to achieve this with cryptographic primi-

tives, we have to apply public-key cryptography. The basic idea is that the person
who signs the message uses a private key, and the receiving party uses the matching
public key. The principle of a digital signature scheme is shown in Fig. 10.1.
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Fig. 10.1 Principle of digital signamres which involves signing and verifying a message
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The process starts with Bob signing the message x. The signature algorithm is a
function of Bob’s private key, kp,. Hence, assuming he in fact keeps his private key
private, only Bob can sign a message x on his behalf. In order to relate a signature to
the message, x 18 also an input to the signature algorithm. After signing the message,
the signature s is appended to the message x and the pair (x,s) 15 sent to Alice. It
15 important to note that a digital signature by itself 15 of no use unless it is accom-
panied by the message. A digital signature without the message is the equivalent of
a handwritten signature on a strip of paper without the contract or a check that 1s
supposed to be signed.

The digital signature itself is merely a (large) integer value, for instance, a string
of 2048 bits. The signature 18 only useful to Alice if she has means to verify whether
the signature is valid or not. For this, a venfication function is needed which takes
both x and the signature s as inputs. In order to link the signature to Bob, the function
also requires his public key. Even though the verification function has long inputs,
its only output is the binary statement “true” or “false”. If x was actually signed
with the private key that belongs to the public verification key, the output is true,
otherwise it is false.

From these general observations we can easily develop a generic digital signature
protocol:

Basic Digital Signature Protocol
Alice Bob
generate Kprk. kpuh g

k
= publish public key
SigN Message:
= :i:igll__ £
%)

send message + signatune
verify signatuire:
Vel o (¥.5) = true/false

From this set-up, the core property of digital signatures follows: A signed message can
unambiguously be traced back to its originator since a valid signature can only be
computed with the unique signer’s private key. Only the signer has the ability to generate
a signature on his behalf. Hence, we can prove that the signing party has actually
generated the message.



RSA Digital Signature

Suppose Bob wanis to send a signed message x to Alice. He generates the same
RSA keys that were used for RSA encryption as shown in Chap. 7. At the end of the
set-up he has the following parameters:

RSA Keys
m Bob’s private key: k,, = (d)
m Bob's public key: kpup = (n1.€)

The actual signature protocol is shown in the following. The message x that is
being signed is in the range (1.2.....n —1).

Basic RSA Digital Signature Protocol

Alice Bob

“"P-l' :d.ﬁpb ={(m,e)
im.e)

Ccompule signamre:
s =sig,_(x) =¥ mod n
x5

vf:nt}': verg ., (x,5)
=5 mod n

| =xmod n = valid signature
“12rmodn = invalid signature

As can be seen from the protocol, Bob computes the signature 5 for a message
x by RSA-encrypting x with his private key k.. Bob is the only party who can
apply kpr. and hence the ownership of kp, authenticates him as the author of the
signed message. Bob appends the signature 5 to the message r and sends both to
Alice. Alice receives the signed message and RSA-decrypts 5 using Bob's public
key kpup. yielding x. If x and x’ match, Alice knows two important things: First, the
author of the message was in possession of Bob's secret key, and if only Bob has
had access to the key, it was in fact Bob who signed the message. This is called
message authentication. Second, the message has not been changed in transit, so
that message integrity is given. We recall from the previous section that these are
two of the fundamental security services which are often needed in practice.

Proof. We now prove that the scheme is correct, i.e., that the verification process
yields a “true”™ statement if the message and signature have not been altered during
transmission. We start from the verification operation s* mod n:

=) =y =xmodn



Due to the mathematical relationship between the private and the public key, namely
that
de =1 mod ¢(n),

raising any integer x € Z, to the (de)th power yields the integer itself again. The
proof for this was given in Sect. 7.3. O

The role of the public and the private keys are swapped compared to the RSA
encryption scheme. Whereas RSA encryption applies the public key to the message
x, the signature scheme applies the private key kp,. On the other side of the commu-
nication channel, RSA encryption requires the use of the private key by the receiver,
while the digital signature scheme applies the public key for verification.

Let’s look at an example with small numbers.

Example 10.1. Suppose Bob wanis to send a signed message (x = 4) to Alice. The
first steps are exactly the same as it is done for an RSA encryption: Bob computes
his RSA parameters and sends the public key to Alice. In contrast to the encryption
scheme, now the private key is used for signing while the public key is needed to

verify the signature.

Allice Bob
l.choose p=3and g=11
n=p.g=33
3 @) =3=1)}{11=-1)=20
4. choose e =3
5.d=¢"' =7 mod 20
[m.e)=(33.3)

compute signature for message

=4

s=x"=4" =16 mod 33
{r.5)=(4.14)

verify:
¥=5=16"=4mod 33
x' = x mod 33 = valid signature

Alice can conclude from the valid signature that Bob generated the message and
that it was not altered in transit, i.e., message authentication and message integrity
are given.

o

It should be noted that we introduced a digital signature scheme only. In par-
ticular, the message itself is not encrypied and, thus, there is not confidentiality. If
this security service is required, the message together with the signature should be
encrypted, e.g., using a symmetric algorithm like AES.



10.2.2 Computational Aspects

First, we note that the signature is as long as the modulus n, i.e., roughly [log; n]
bit. As discussed earlier, n is typically in the range from 1024 to 3072 bit. Even
though such a signature length is not a problem in most Internet applications, it can
be undesirable in systems that are bandwidth and/or energy constrained, e.g., mobile
phones.

The key generation process is identical to the one we used for RSA encryption,
which was discussed in detail in Chap. 7. To compute and verify the signature,
the square-and-multiply algorithm introduced in Sect. 7.4 is used. The acceleration
techniques for RSA introduced in Sect. 7.5 are also applicable to the digital signa-
ture scheme. Particularly interesting are short public keys e, for instance, the choice
e = 2'% 1 1. This makes verification a very fast operation. Since in many practical
scenarios a message is signed only once but verified many times, the fact that ver-
ification is very fast is helpful. This is, e.g., the case in public-key infrastructures
which use certificates. Certificates are signed only once but are verified over and
over again every time a user uses his asymmetric keys (cf. Sect. 13.3.3).

10.2.3 Security

Like in every other asymmetric scheme, it must be assured that the public keys
are authentic. This means that the verifying party in fact has the public key that
is associated with the private signature key. If an attacker succeeds in providing
the verifier with an incorrect public key that supposedly belongs to the signer, the
attacker can obviously sign messages. In order to prevent the attack, certificates can
be used, a topic which is discussed in Chap. 13.

Algorithmic Attacks

The first group of attacks attempts to break the underlying RSA scheme by comput-
ing the private key d. The most general of these attacks tries to factor the modulus n
into the primes p and g. If an attacker succeeds with this, she can compute the private
key d from e. In order to prevent factoring attacks the modulus must be sufficiently
large, as discussed in Sect. 7.8. In practice, 1024 bit or more are recommended.

Existential Forgery

Another attack against the schoolbook RSA signature scheme allows an attacker to
generate a valid signature for a random message x. The attack works as follows:



Existential Forgery Aitack Against RSA Digital Signature
Alice Oscar Bob
kpe =d

kpuh = (n1.€)
{m.e) [r.e)

1. chonse signature:

s€Z,
2. compuie message:
=5 mod m
{x.a)
verification:
F=x modn
since ¥ =x

= valid signature!

The attacker impersonates Bob, i.e., Oscar claims to Alice that he is in fact Bob.
Because Alice performs exactly the same computations as Oscar, she will verify
the signature as correct. However, by closely looking at Steps 1 and 2 that Oscar
performs, one sees that the attack is somewhat odd. The attacker chooses the signa-
ture first and then computes the message. As a consequence, he cannot control the
semantics of the message x. For instance, Oscar cannot generate a message such as
“Transfer 51000 into Oscar’'s account”. Nevertheless, the fact that
an automated verification process does not recognize the forgery is certainly not a
desirable feature. For this reason, schoolbook RSA signature is rarely used in prac-
tice, and padding schemes are applied in order to prevent this and other attacks.

RSA Padding: The Probabilistic Signature Standard (PSS)

The attack above can be prevented by allowing only certain message formats.
Roughly speaking, formatting imposes a rule which allows the verifier, Alice in our
examples, to distinguish between valid and invalid messages; this is called padding.
For example, a simple formatting rule could specify that all messages x have 100
trailing bits with the value zero (or any other specific bit pattern). If Oscar chooses
signature values s and computes the “message™ v = s° mod n, it is extremely un-
likely that x has this specific format. If we require a certain value for the 100 trailing
bits, the chance that x has this format is 27! which is considerably lower than
winning any lottery.

We now look at a padding scheme which is widely used in practice. Note that a
padding scheme for RSA encryption was already discussed in Sect. 7.7. The prob-
abilistic signature scheme (RSA-PSS) is a signature scheme based on the RSA
cryptosystem. It combines signature and verification with an encoding of the mes-
sage.



Let’s have a closer look at RSA-PSS. Almost always in practice, the message it-
self is not signed directly but rather the hashed version of it. Hash functions compute
a digital fingerprint of messages. The fingerprint has a fixed length, say 160 or 256
bit, but accepts messages as inpuis of arbitrary lengths. More about hash functions
and the role the play in digital signatures is found in Chap. 11.

In order to be consistent with the terminology used in standards, we denote the
message with M rather than with x. Figure 10.2 depicis the encoding procedure
which is known as Encoding Method for Signature with Appendix (EMSA) Proba-
bilistic Signature Scheme (PS5).

Encoding for the EMSA Probabilistic Signature Scheme

Let |n| be the size of the RSA modulus in bits. The encoded message EM
has a length [(|n] — 1)/8] bytes such that the bit length of EM is at most
|n| — 1 bit.

1. Generate a random value salr.

2. Form a string M’ by concatenating a fixed padding padding,, the hash
value mHash = hiM) and sal:.

3. Compute a hash value H of the string M.

4. Concatenate a fixed padding padding, and the value salt to form a data
block DB.

5. Apply a mask generation function MGF to the string M to compute the
mask value dbMask. In practice, a hash function such as SHA-1 is often
used as MGF.

6. XOR the mask value dbMask and the data block DB to compute
masked DB.

7. The encoded message EM is obtained by concatenating masked DB, the
hash value H and the fixed padding bc.

After the encoding, the actual signing operation is applied to the encoded mes-
sage EM,e.g.,
s =sigg (x) = EM? mod n

The verification operation then proceeds in a similar way: recovery of the salr value
and checking whether the EMSA-PSS encoding of the message is correct. Note that
the receiver knows the values of padding) and padding; from the standard.

The value H in EM is in essence the hashed version of the message. By adding
a random value salt prior to the second hashing, the encoded value becomes proba-
bilistic. As a consequence, if we encode and sign the same message twice, we obtain
different signatures, which is a desirable feature.
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M'= padding, mHash salt
DB = padding, salt h
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EM= maskedDB H be

Fig. 10.2 Principle of EMSA-PSS encoding




10.4 The Digital Signature Algorithm (DSA)

The native Elgamal signature algorithm described in this section is rarely used in
practice. Instead, a much more popular variant is used, known as the Digital Signa-
ture Algorithm (DSA). It is a federal US government standard for digital signatures
(DSS) and was proposed by the National Institute of Standards and Technology
(NIST). Its main advantages over the Elgamal signature scheme are that the signa-
ture is only 320-bit long and that some of the attacks that can threaten the Elgamal
scheme are not applicable.

10.4.1 The DSA Algorithm

We introduce here the DSA standard with a bit length of 1024 bit. Note that longer
bit lengths are also possible in the standard.

Key Generation

The keys for DSA are computed as follows:

Key Generation for DSA

1. Generate a prime p with 2'"% < p < 21034,

2. Find a prime divisor g of p— 1 with 215 < g < 2160,

3. Find an element o with ord(a) = g. i.e., & generates the subgroup with
g elements.

4. Choose a random integer d with 0 < d < g.

5. Compute f = o mod p.

The keys are now:

'E'putr =(p.q.a.B)

;l'pr = (d)

The central idea of DSA is that there are two cyclic groups involved. One is the
large cyclic group Z7, the order of which has bit length of 1024 bit. The second one
is in the 160-bit subgroup of Z7. This set-up yields shorter signatures, as we see in
the following.

In addition to the 1024-bit prime p and a 160-bit prime g, there are two other bit
length combinations possible for the primes p and g. According to the latest version
of the standard, the combinations shown in Table 10.1 are allowed.

If one of the other bit lengths is required, only Steps 1 and 2 of the key generation
phase have to be adjusted accordingly. More about the issue of bit length will be said
in Sect. 10.4.3 below.



Table 1.1 Bit lengths of important parameters of DSA

po| g |Signature
1024|160 320
2048|224 448
3072|256 312

Signature and Verification

As in the Elgamal signature scheme, the DSA signature consists of a pair of integers
(r.5). Since each of the two parameters is only 160-bit long, the total signature
length is 320 bit. Using the public and private key, the signature for a message x is
compuied as follows:

DSA Signature Generation

1. Choose an integer as random ephemeral key kg with 0 < kg < g.
2. Compute r = (a*€ mod p) mod 4.
3. Compute s = (SHA(x)+d-r) ke~ mod g.

According to the standard, the message x has to be hashed using the hash function
SHA-1 in order to compute s. Hash functions, including SHA-1, are described in
Chap. 11. For now it is sufficient to know that SHA-1 compresses x and computes a
160-bit fingerprint. This fingerprint can be thought of as a representative of x.

The signature verification process is as follows:

DSA Signature Verification

1. Compute auxiliary valoe w = s~ mod 4.

2. Compute auxiliary value u; = w-SHA(x) mod g.
3. Compute auxiliary value uz = w-r mod g.

4. Compute v = (o™ - §%2 mod p) mod g.

5. The verification ver b (x.(r,5)) follows from:

) =r mod g == valid signature
b Z r mod g == invalid signature

The verifier accepts a signature (r,s) only if v = r mod g is satisfied. Otherwise,
the verification fails. In this case, the message or the signature may have been mod-
ified or the verifier is not in possession of the correct public key. In any case, the
signature should be considered invalid.

Proof. We show that a signature (r,s) satisfies the verification condition v = r mod
g. We'll start with the signature parameter s:



s=(SHA(x) +d r)ke™" mod g

which is equivalent to:
ke =5 ' SHA(x)+ds™" r mod g.
The right-hand side can be expressed in terms of the auxiliary values ) and u5:
kg = u) +duz mod 4.

We can raise ¢ to either side of the equation if we reduce modulo p:

& mod p= o™ mod p.
Since the public key value § was computed as § = ¥ mod p, we can write:

a*t mod p = ' f*2 maod p.
We now reduce both sides of the equation modulo g:
("t mod p) mod g = (™ B2 mod p) mod g.

Since r was constructed as r = (o mod p) mod g and v= (™ 2 mod p) mod g,
this expression is identical to the condition for verifying a signature as valid:

r=vmod g.
O

Let’s look at an example with small numbers.

Example 10.4. Bob wants to send a message x to Alice which is to be signed with
the DSA algorithm. Suppose the hash value of x is h(x) = 26. Then the signature
and verification process is as follows:

Alice Boh
1. choose p= 359
2. choose g =29
i choose @ =13
4. choose privaie key d =7
5. f=a'=4mod 59

e
SIEN:
compute hash of message hix) = 26
1. choose ephemeral key ke = 10
2 r= (3" mod 59) = 20 mod 29
Ja=(264+T7-20)-3=5 mod 29
fadra)p=ix 205))

verify:

ILow=35"=6mod 20

Ty ==06-26=11 mod 29

I =6-20=4 mod 29

4. v = (3" -4* mod 39) mod 29 = 20
5. v=rmod 29 = valid signature



In this example, the subgroup has a prime order of g = 29, whereas the “large”
cyclic group modulo p has 58 elements. We note that 58 = 2- 29, We replaced the
function SHA(x) by h(x) since the SHA hash function has an output of length 160
bit.

o

10.4.2 Computational Aspects

We discuss now the computations involved in the DSA scheme. The most demand-
ing part is the key-generation phase. However, this phase only has to be executed
once at set-up tme.

Key Generation

The challenge in the key-generation phase is to find a cyclic group Z7, with a bit
length of 1024, and which has a prime subgroup in the range of 2'%". This condi-
tion is fulfilled if p— 1 has a prime factor g of 160 bit. The general approach to
generating such parameters is to first find the 160-bit prime g and then to construct
the larger prime p from it. Below is the prime-generating algorithm. Note that the
NIST-specified scheme is slightly different.

Prime Generation for DSA

Output: two primes (p.g), where 2193 < p < 21024 gnd 2159 = 4 < 2180,
such that p — 1 is a multiple of 4.

Initialization: i = 1

Algorithm:

I find prime g with 27 < g < 2" using the Miller-Rabin algorithm
2 FORi=1TO4096

21 generate random integer M with 217 < M < 2104

22 M, =M mod Eq

23 p—1=M-M, {note that p— 1 is a muliiple of 24.)
IF p is prime (use Miller—Rabin primality test)

2.4 RETURN (p, g)

25 i=i+1

3 GOTO Step |

The choice of 2g as modulus in step 2.3 assures that the prime candidates gener-
ated in step 2.3 are odd numbers. Since p— 1 is divisible by 2g. it is also divisible
by g. If p is a prime, Z, thus has a subgroup of order g.



Signing

During signing we compute the parameters r and 5. Computing r involves first eval-
uation g€ mod p using the square-and-multiply algorithm. Since kg has only 160
bit, about 1.5 x 160 = 240 squarings and multiplications are required on average,
even though the arithmetic is done with 1024-bit numbers. The result, which has
also a length of 1024 bit, is then reduced to 160 bit by the operation * mod ¢”. Com-
puting s involves only 160-bit numbers. The most costly step is the inversion of
ki.

Of these operations, the exponentiation is the most costly one in terms of com-
putational complexity. Since the parameter r does not depend on the message, it can
be precomputed so that the actual signing can be a relatively fast operation.

Verification

Computing the auxiliary parameters w, u; and u, only involves 160-bit operands,
which makes them relatively fasi.



