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COURSE TITLE: Distributed Databases

Course Code: | CSE-243013EDS Examination Scheme

Total number of Lecture Hours: 56 External 80
Internal 20

Lecture (L): | 4 | Practicals(P): |- | Tutorial (T): |- [ Total Credits |4

Course Objectives

including relational database principles and integrity constraints.

fragmentation, allocation, and security in distributed systems.

enhancing trends.

¢ Understand the fundamental concepts and challenges of distributed database systems,
e Explore the architecture of distributed DBMSs, design strategies, and issues related to data

e Learn the fundamentals of query processing and transaction management in a distributed
environment, emphasizing concurrency control and query optimization.

e Gain insight into the structure and functioning of parallel and distributed object-oriented
databases, addressing database interoperability, query processing, and recent performance-

Course Content

TEACHING
HOURS

UNIT 1: Introduction to Distributed Data Processing and Relational Database
Systems

14 Hrs

Unit 1: Introduction: Distributed Data processing, Distributed database system
(DDBMS), Promises of DDBMSs, Complicating factors and Problem areas in
DDBMSs, Overview Of Relational DBMS Relational Database concepts,
Normalization, Integrity rules, Relational Data Languages, Relational DBMS,

UNIT 2: Distributed DBMS Architecture and Database Design

14 Hrs

Unit 2: Distributed DBMS Architecture: DBMS Standardization, Architectural
models for Distributed DBMS, Distributed DBMS Architecture. Distributed
Database Design: Alternative design Strategies, Distribution design issues,
Fragmentation, Allocation. Semantic Data Control: View Management, Data
security.

UNIT 3: Query Processing and Transaction Management in Distributed Databases

14 Hrs

Overview of Query Processing: Query processing problem, Objectives of Query|
Processing, Complexity of Relational Algebra operations, characterization of
Query processors, Layers of Query Processing. Introduction to Transaction
Management: Definition of Transaction, Properties of transaction, types of
transaction. Distributed Concurrency Control: Serializability theory, Taxonomy of
concurrency control mechanisms, locking bases concurrency control algorithms.

UNIT 4: Parallel and Distributed Object Database Management Systems

14 Hrs

Parallel Database Systems: Database servers, Parallel architecture, Parallel DBMS
techniques, Parallel execution problems, Parallel execution for hierarchical
architecture. Distributed Object Database Management systems: Fundamental
Object concepts and Object models, Object distribution design. Architectural
issues, Object management, Distributed object storage, Object query processing.
Transaction management. Database Interoperability: Database Integration, Query
processing. . '

Recent approaches, models and current trends in improving the performance of

Distributed Database.

To be effective from year-2024
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Textbooks

1. Principles of Distributed Database Systems, Second Edition, M. Tamer Ozsu Patrick Valduriez

Reference Books

1. Distributed Databases principles and systems, Stefano Ceri, Giuseppe Pelagatti, Tata McGraw Hill.

COURSE OUTCOMES (CO):

COI: Describe the core principles of distributed database systems (DDBMS), including the

rchitecture of relational databases, normalization, and the promises and challenges of distributed
A p g
data processing.

(CO2: Evaluate distributed database architectural models and design strategies, applying
knowledge of fragmentation, allocation, and security to ensure effective database distribution.

CO3: Apply transaction management principles and concurrency control techniques to maintain
database integrity and efficiency in distributed environments.

CO4: Analyze the architecture and processing techniques of parallel and distributed object
databases, exploring current trends to enhance performance and interoperability in complex
database systems.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 1 12
; 3 3 3 2 2 1 - - 2 1 1 1
2 3 3 3 3 2 2 1 - 1 . =
3 3 3 2 2 2 1 1 2 1 - - -
4 3 3 2 3 2 2 1 - - 1 -

To be effective from year-2024 % /




Z

M.TECH Syllabus-P.G. Dept. of Computer Science, University of Kashmir

Specialization: Information Security (IS)

Program Elective I

To be effective from year-2024
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COURSE TITLE: Digital Forensics

Course Code: CSE-241041EIS Examination | T P
Scheme
Total number of Lecture Hours:56 External 80
Total number of Practical Hours:- Internal 20
Lecture (L): | 4 | Practicals(P): |- | Tutorial (T):  [- [Total Credits |4

Course Objectives:

forensics.
and prevent digital crimes.
procedures, data acquisition and validation, e-discovery tools.

network forensics, art of steganography and mobile device forensics.

e Provides an in-depth study of the rapidly changing and fascinating field of computer
e Combines both the technical expertise and the knowledge required to investigate, detect
¢ Knowledge on digital forensics legislations, digital crime, forensics processes and

e E-evidence collection and preservation, investigating operating systems and file systems,

Course Content

TEACHING
HOURS

UNIT 1: Fundamentals of Digital Forensics and Cyber Crime Investigation

-14 Hrs

nit 1:
F;igital Forensics Science: Forensics science, computer forensics, and digital
forensics.

Computer Crime: Criminalistics as it relates to the investigative process,
analysis of cyber-criminalistics area, holistic approach to cyber-forensics.

Cyber Crime Scene Analysis: Discuss the various court orders etc., methods
to search and seizure electronic evidence, retrieved and un-retrieved
communications, Discuss the importance of understanding what court
documents would be required for a criminal investigation.

|

UNIT 2: Evidence Management and Forensic Procedures in Cyber Crime
Investigation

- 14 Hrs

Evidence Management & Presentation: Create and manage shared folders
using operating system, importance of the forensic mindset, define the
workload of law enforcement, explain what the normal case would look like,
Define who should be notified of a crime, parts of gathering evidence, Define
and apply

probable cause.

UNIT 3: Computer and Network Forensics: Case Preparation, Investigation,
and Data Preservation

-14 Hrs

Computer Forensies: Prepare a case, begin an investigation, Understand
computer forensics workstations and software, Conduct an investigation,
Complete a case, Critique a case,

Network Forensics: open-source security tools for network forensic analysis,
requirements for preservation of network data.

UNIT 4: Mobile Forensics and Legal Frameworks in Digital Investigation

-14 Hrs

To be effective from year-2024 Cﬂ/ H @/
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Mobile Forensics: mobile forensics techniques, mobile forensics tools.
egal Aspects of Digital Forensics: IT Act 2000, amendment of IT Act
008. Recent trends in mobile forensic technique and methods to search and
eizure electronic evidence.

Textbooks

Digital Forensics and Incident Response: Incident Response Techniques and Procedures by
Gerard Johansen, 2nd Edition, 2020, Packt Publishing.

Computer Forensics: Cybercriminals, Laws, and Evidence by Marie-Helen Maras, 1 st Edition,
2011, Jones & Bartlett Learning

Reference Books

® Guide to Computer Forensics and Investigations by Bill Nelson, Amelia Phillips,
Christopher Steuart, 6th Edition, 2018, Cengage Learning

e Mobile Forensics — Advanced Investigative Strategies by Oleg Skulkin, Vladimir Katalov,
Igor Mikhaylov, 1st Edition, 2016

e Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet
by Eoghan Casey, 3rd Edition, 2011

¢ John Sammons, The Basics of Digital Forensics, Elsevier

e John Vacca, Computer Forensics: Computer Crime Scene Investigation, Laxmi Publications

COURSE OUTCOMES (CO):

CO1: Understand relevant legislation and codes of ethics

C02: Computer forensics and digital detective and various processes, policies and procedures.
CO3: E-discovery, guidelines and standards, E-evidence, tools and environment.

CO4: Email and web forensics and network forensics

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 11 12
- 3 2 3 - - - 2
1 - - - 1
2 3 3 2 3 <] 2 - - 2 1 - 2
3 3 2 3 3 3 - 1 - 2 3
4 2 3 2 2 3 - - 1 2 3 1 3

N %\D

To be effective from year-2024
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COURSE TITLE: Ethical Hacking

Course Code: | CSE-241042E1IS Examination Scheme
Total number of Lecture Hours: 56 External 80
Internal 20

Lecture (L): |4 | Practicals(P):

- | Tutorial (T): l - | Total Credits ‘ 4

Course Objectives

e Introduce ethical considerations and legal frameworks in ethical hacking and disclosure.
e Equip students with hands-on experience in penetration testing and security tools.
e Develop skills in vulnerability analysis and reverse engineering techniques.
e Understand browser exploits, malware analysis, and exploitation techniques for security
testing.
Course Content TEACHING
HOURS
UNIT 1: Introduction to Ethical Disclosure 15 Hrs
Ethics of Ethical Hacking, Ethical Hacking and the legal system, Proper and
Ethical Disclosure 9
UNIT 2: Penetration Testing and Tools: 14 Hrs
Penetration Testing and Tools: Using Metasploit, Using BackTrackLiveCD
Linux Distribution 8§
UNIT 3: Vulnerability Analysis 14 Hrs
Passive Analysis, Advanced Static Analysis with IDA Pro, Advanced
Reverse Engineering 9
UNIT 4: Browsers and Malware Analysis 14 Hrs

Client-side browser exploits, Exploiting Windows Access Control Model for
Local Elevation Privilege, Intelligent Fuzzing with Sulley, From
Vulnerability to Exploit 10, Malware Analysis: Collecting Malware and
Initial Analysis, Hacking Malware

To be effective from year-2024 %/
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Textbooks

e Shon Harris, Allen Harper, Chris Eagle and Jonathan Ness, Gray Hat Hacking: The Ethical
Hackers' Handbook, TMH Edition

Reference Books

e Jon Erickson, Hacking: The Art of Exploitation, SPD

COURSE OUTCOMES (CO):

(CO1: Explain the ethical, legal, and procedural aspects of ethical hacking and disclosure.

CO2: Apply penetration testing tools like Metasploit and BackTrack for identifying
vulnerabilities.

CO3: Perform vulnerability analysis and advanced reverse engineering using tools like IDA Pro.

CO4: Analyze and assess browser and malware exploits, performing initial malware collection
land analysis.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 11 12
1 > 3 3 3 - 1 3 2 2 2 3 2
2 2 2 2 3 3 2 - 2 2 3 - 1
3 3 3 3 3 2 2 2 - 2 2 2
4 2 | 2 2 2 2 3 3 3 1 1 2 |2
\\

W/
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COURSE TITLE: Biometrics

Course Code: | CSE-242053EIS Examination Scheme
Total number of Lecture Hours: 48 External 80
Internal 20
Lecture(L): |4 [ Practicasls(P): | = [ Tutorial(T); | 0 | Total Credits E-*

Course Objectives

® Introduce students to the core concepts and methods in biometrics, focusing on biometric systems,
recognition techniques, and applications.

® Provide a deep understanding of different biometric modalities, including fingerprint, face, iris, voice,
and behavioral biometrics.

® Teach students how to design and implement biometric systems, considering the steps from daIJ
collection to matching and verification.

® Address the security, privacy, and ethical issues related to the use of biometric data in various
applications.

® Familiarize students with how machine learning and pattern recognition techniques are used in
biometrics for improving system performance.

® Explore the standards for biometric data exchange and the methodologies for evaluating biometrig
system performance.

Course Content TEACHING
HOURS
[UNIT 1: - Hrs

[ntroduction to biometric technologies and their applications in security, healthcare,
finance, etc. Components of a biometric system (sensor, feature extractor, matcher,

database, decision-making module). Enrollment, feature extraction, matching, and 12
decision-making.
UNIT 2: - Hrs

Bio-metric modalities: Fingerprint, Face, Iris, Hand Geometry, Gait Recognition,
Ear, Voice, Palm print, On-Line Signature Verification, 3D Face Recognition,
Dental Identification and DNA 12

UNIT 3: - Hrs

Components of a biometric system: sensor devices, feature extraction, database
storage, matching algorithms. Design considerations in biometric system|
implementation (e.g., trade-offs between speed, accuracy, and cost). Common 12
performance metrics in biometrics, including False Acceptance Rate (FAR), False
Rejection Rate (FRR), Equal Error Rate (EER),

UNIT 4: - Hrs

The Law and the use of multi bio-metrics systems. Statistical measurement of Bio-
metric. Bio-metrics in Government Sector and Commercial Sector. Real-world
Applications in security (access control, identity management), healthcare (patien 12
identification), mobile (phone unlocking). Recent trends in Bio-metric technologieJ

Ed applications in various domains.

k - % )/
To be effective from year-2024 %{ @
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Textbooks

8. Jain, Anil K., Arun Ross, and Karthik Nandakumar. Handbook of Biometrics. Springer, 2004.

9. D. Maltoni, D. Maio, A. K. Jain, and S. Prabhakar, Handbook of Fingerprint Recognition|
Springer Verlag, 2003.

10. A. K. Jain, R. Bolle, S. Pankanti (Eds.), BIOMETRICS: Personal Identification in Networked
Society, Kluwer Academic Publishers, 1999,

Reference Books

1. J. Wayman, A.K. Jain, D. Maltoni, and D. Maio (Eds.), Biometric Systems: Technology, Design
and Performance Evaluation, Springer, 2004.
2. Anil Jain, Arun A. Ross, Karthik Nanda kumar, Introduction to biometric, Springer, 2011.

COURSE OUTCOMES(CO):

(CO1: Perform R&D on bio-metrics methods and systems.

(CO2: A good understanding of the various modules constituting a bio-metric system.

CO3: Familiarity with different bio-metric traits and to appreciate their relative significance.

CO4: A good knowledge of the feature sets used to represent some of the popular bio-metric traits.

COS: Recognize the challenges and limitations associated with bio-metrics.

LEVEL OF CO-PO MAPPING TABLE

To be effective from year-2024 Hﬂ

POs

COs 1 2 3 4 5 6 7 8 9 . 10 11 12
1 3 3 2 2 2 2 1 1 2 2 1| 2
2 3 3 2 3 3 2 1 1 2 2 2 3
3 3 3 3 3 3 2 1 1 2 3 2 3
4 2 2 2 2 3 1 1 1 3 3 2 2
5 3 3 3 3 2 3 2 2 3 3 2 3

Biometrics (Lab)

The lab should cover the following topics:

Building a Simple Biometric Authentication System.
Simulating Biometric Enrollment and Authentication.
Fingerprint Recognition Using Minutiae Extraction.

Face Recognition Using OpenCV & Deep Learning.

Iris Recognition Using MATLAB/Python.

Voice Biometric Authentication Using MFCC & Machine Learning.
Hand Geometry-Based Identification System.

Gait Recognition Analysis Using Video Processing.
Calculating FAR, FRR, and EER for a Biometric System.
10. Testing Accuracy of Different Biometric Modalities.

11. Comparative Analysis of Biometric Matching Algorithms.
12. Speed vs. Accuracy Trade-offs in Biometric Matching.

13. Fusion of Fingerprint and Face Recognition for Multi-Biometric Authentication.

s
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14, Data Encryption & Secure Storage in Biometric Systems.

15. Developing a Biometric-Based Attendance System.

16. Using Biometric Authentication for Secure Mobile Payments.

17. Study on Aadhaar (India’s Biometric Identification System).

18. Al and Deep Learning in Face & Voice Recognition.

19. 3D Face Recognition vs. 2D Recognition: A Practical Comparison.

20. Biometric Systems in Healthcare (Case Study on Patient Identification)

NOTE:

By the end of these labs, students will have both theoretical knowledge and practical experience,
enabling them to design, evaluate, and implement biometric systems effectively.

¥ N %27
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Program Elective 11

To be effective from year-2024 /75%/— @/ M
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COURSE TITLE: Malware Analysis and Reverse Engineering

Course Code: I CSE-241051EIS Examination Scheme

Total number of Lecture Hours: 56L + 28P External 120
Internal 30

Lecture (L): | 4 | Practicals(P): |4 | Tutorial (T): |- | Total Credits | 6

Course Objectives

» The objective of this course is to provide an insight to fundamentals of malware analysis
which includes analysis of JIT compilers for malware detection in legitimate code. DNS
filtering and reverse engineering is included.

Course Content TEACHING
HOURS
UNIT 1: Fundamentals of Malware Analysis 14 Hrs

Fundamentals of Malware Analysis (MA), Reverse Engineering Malware
(REM) Methodology, Brief Overview of Malware analysis lab setup and
configuration, Introduction to key MA tools and techniques, Behavioral
Analysis vs. Code Analysis, Resources for Reverse-Engineering Malware
(REM) Understanding Malware Threats, Malware indicators, Malware
Classification, Examining ClamAVSignatures, Creating Custom ClamAYV|
Databases, Using YARA to Detect Malware Capabilities, Creating a
Controlled and Isolated Laboratory, Introduction to MA Sandboxes, Ubuntu,
Zeltser’s REMnux, SANS SIFT, Sandbox Setup and Configuration New
Course Form, Routing TCP/IP Connections, Capturing and Analyzing
Network Traffic, Internet simulation using INetSim, Using Deep Freeze to
Preserve Physical Systems, Using FOG for Cloning and Imaging Disks,
Using MySQL Database to Automate FOG Tasks, Introduction to Python
LIntroduction to x86 Intel assembly language, Scanners: Virus Total, Jotti,
and NoVirus Thanks, Analyzers: Threat Expert, CWSandbox, Anubis,
Joebox, Dynamic Analysis Tools: Process Monitor, Regshot, HandleDiff]
Analysis Automation Tools: Virtual Box, VM Ware, Python , Other Analysis
Tools

UNIT 2: Malware Forensics, Malware and Kernel Debugging - 14 Hrs

Using TSK for Network and Host Discoveries, Using Microsoft Offline API
to Registry Discoveries , Identifying Packers using PEiD, Registry Forensics
with Reg Ripper Plu-gins:, Bypassing Poison Ivy’s Locked Files, Bypassing
Conficker’s File System ACL Restrictions, Detecting Rogue PKI
Certificates.

Opening and Attaching to Processes, Configuration of JIT Debugger for
Shellcode Analysis. Controlling Program Execution, Setting and Catching
Breakpoints, Debugging with Python Scripts and Py Commands, DLL Export
Enumeration, Execution, and Debugging, Debugging a VMware Workstation
Guest (on Windows), Debugging a Parallels Guest (on Mac OS X).
Introduction to WinDbg Commands and Controls, Detecting Rootkits with
WinDbgScripts, Kernel Debugging with IDA Pro.

/

\ /1'0 be effective from year-2024 %‘ w
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UNIT 3: Memory Forensics and Volatility

-14 Hrs

Memory Dumping with MoonSols Windows Memory Toolkit, Accessing
VM Memory Files Overview of Volatility, Investigating Processes in
Memory Dumps, Code Injection and Extraction, Detecting and Capturin

Suspicious Loaded DLLs, Finding Artifacts in Process Memory, Identifyina
Injected Code with Malfind and YARA.

UNIT 4: Memory Forensics and Volatility, Researching and Mapping
Source Domains/IPs

14 Hrs

Memory Dumping with MoonSols Windows Memory Toolkit, Accessing
VM Memory Files Overview of Volatility, Investigating Processes in
Memory Dumps, Code Injection and Extraction, Detecting and Capturin
Suspicious Loaded DLLs, Finding Artifacts in Process Memory, Identifying
Injected Code with Malfind and YARA.
Using WHOIS to Research Domains, DNS Hostname Resolution, Querying
Passive DNS, Checking DNS Records, Reverse IP Search New Course Form,
Creating Static Maps, Creating Interactive Maps.

Textbooks

Malicious Software™ publisher Williampollock, Ist Edition, 2012.

Michael Sikorski, Andrew Honig “Practical Malware Analysis: The Hands-On Guide to Dissecting

Reference Books

2018.

Christopher C. Elisan, “ Malware Analysis and Detection Engineering”, publisher Elsevier, Ist Edition,

COURSE OUTCOMES (CO):

On completion of the course the student should be able to

CO1: Understand the concept of malware and reverse engineering
CO2: Implement tools and techniques of malware analysis

LEVEL OF CO-PO MAPPING TABLE

COs POs
1 2 3 4 5 6 7 8 9 10 11 12
1 3 2 - 1 1 2 - 2 - - 1 3
- 1 1 - 1 - - 3
2 2 2 1 -
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Malware Analysis and Reverse Engineering- Lab Manual

The lab should cover the following topics:

10.

11
12,

13.

14.

15.

16.

EZ:

To be

Setting Up a Malware Analysis Lab — Configuring an isolated and controlled environment
using VirtualBox, VMware, and REMnux.

Capturing and Analyzing Network Traffic — Using Wireshark and INetSim to inspect
malicious network activity.

. Scanning Malware with ClamAV and YARA — Detecting malware signatures and creating

custom ClamAYV databases.
Behavioral Analysis of Malware — Monitoring system changes using Process Monitor and
Regshot.
Static Analysis of Malware — Extracting metadata and examining file headers using PEiD
and VirusTotal.
Dynamic Malware Analysis — Using CWSandbox, Anubis, and Joebox for real-time
malware behavior monitoring.
Debugging Malware with WinDbg — Attaching processes, setting breakpoints, and
controlling execution flow.
Reverse Engineering with IDA Pro — Analyzing disassembled malware code to understand
its functionality.
Registry Forensics with RegRipper — Identifying malware persistence techniques via
Windows registry analysis.
Memory Forensics with Volatility — Extracting and analyzing memory dumps to identify
injected code and artifacts.
Using Python for Malware Analysis — Automating malware analysis with Python scripting.
Identifying Packed Malware with PEiD — Detecting and unpacking obfuscated malware
samples.
Detecting Rootkits with WinDbg Scripts — Identifying stealth malware techniques used by
rootkits.
Bypassing Malware File System Restrictions — Overcoming access controls set by malware
like Conficker.
Analyzing Code Injection Techniques — Investigating DLL injections and process
hollowing using Malfind.
Researching and Mapping Malware Domains/IPs — Using WHOIS, passive DNS, and
reverse IP lookup for tracking malware sources.
Kernel Debugging Techniques — Attaching to kernel processes and debugging drivers with
IDA Pro.
. Automating Malware Analysis — Using Python, VirtualBox, and other tools for automated
malware detection.
. Examining Malicious Executables — Performing static and dynamic analysis of real-world
malware samples.
. Memory Dump Analysis with MoonSols Toolkit — Extracting and investigating VM
memory files for malware traces.
etup Notes:
Operating System: Windows, Linux (Ubuntu, REMnux, SANS SIFT)
Programming Language: Python, Assembly (x86)
Tools/Software: Wireshark, Volatility, IDA Pro, ClamAV, YARA, PEiD, VirtualBox,
VMware, Process Monitor, WinDbg, Regshot, Anubis, Joebox, INetSim

effective from year-2024 %f \-Z..k][
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COURSE TITLE: Secure Software Design and Enterprise Computing

Course Code: [ CSE-241052EI1S Examination Scheme

Total number of Lecture Hours: 56 L + 56 P External 120
Internal 30

Lecture (L): ] 4 ‘ Practical (P): ‘ 4 ‘ Tutorial (T): | - | Total Credits ‘ 6

Course Objectives

e To fix software flaws and bugs in various software.

e To make students aware of various issues like weak random number generation,
information leakage, poor usability, and weak or no encryption on data traffic

e Techniques for successfully implementing and supporting network services on an
enterprise scale and heterogeneous systems environment.

e  Methodologies and tools to design and develop secure software containing minimum
vulnerabilities and flaws.

Course Content TEACHING
HOURS
UNIT 1: Secure Software Design 15 Hrs.

Identify software vulnerabilities and perform software security analysis,
Master security programming practices, Master fundamental software
security design concepts, Perform security testing and quality assurance.

UNIT 2: Enterprise Application Development 14 Hrs.

Describe the nature and scope of enterprise software applications, Design
distributed N-tier software application, Research technologies available for
the presentation, business and data tiers of an enterprise software
application,

Design and build a database using an enterprise database system, Develop
components at the different tiers in an enterprise system, Design and
develop a multi-tier solution to a problem using technologies used in|
enterprise system, Present software solution.

UNIT 3: Enterprise Systems Administration 14 Hirs.

Design, implement and maintain a directory-based server infrastructure in a
heterogeneous systems environment, Monitor server resource utilization for
system reliability and availability, Install and administer network services
(DNS/DHCP/Terminal Services/Clustering/Web/Email).

UNIT 4: Network Management and Secure Software Development 14 Hrs.

Obtain the ability to manage and troubleshoot a network running multiple
services, Understand the requirements of an enterprise network and how to
go about managing them.

Handle insecure exceptions and command/SQL injection, Defend web and
mobile applications against attackers, software containing minimum
vulnerabilities and flaws.

To be effective from year-2024
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Textbooks

Theodor Richardson, Charles N Thies, Secure Software Design, Jones & Bartlett

Reference Books

Kenneth R. van Wyk, Mark G. Graff, Dan S. Peters, Diana L. Burley, Enterprise Software
Security, Addison Wesley.

COURSE OUTCOMES (CO):

After completion of course, students would be able to:
CO1: Differentiate between various software vulnerabilities.
CO2: Software process vulnerabilities for an organization.
CO3: Monitor resources consumption in a software.

CO4: Interrelate security and software development process.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 1 12
1 1 2 3 2 3 3 2 2 3 2 3 2
2 2 1 2 2 3 2 2 2 3 2 3 2
3 2 2 2 1 1 3 3 3 2 2 3 2
4 1 1 1 2 3 1 2 2 2 2 3 1

Y7

To be effective from year-202
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Secure Software Design and Enterprise Computing (LAB)

The lab should cover the following topics:

POER O T LR b o

9.

10.
11.
12,
13.
14.
15,
16.
17.
18.
19,

Identifying and Analyzing Software Vulnerabilities
Implementing Secure Coding Practices

Security Testing and Quality Assurance

Security Design Principles

Designing a Distributed N-Tier Application

Database Design for Enterprise Applications

Developing Components in an Enterprise System
Implementing and Integrating Enterprise Application Services
Presenting a Multi-Tier Software Solution

Designing and Implementing a Directory-Based Server Infrastructure
Monitoring Server Resources for Availability and Reliability
Installing and Administering Network Services

Web and Email Server Setup

Managing and Troubleshooting Network Services

Preventing SQL Injection Attacks

Defending Web Applications from Common Attacks
Handling Insecure Exceptions and Error Messages

Secure Mobile Application Development

Web Application Security Testing and Mitigation

Note: These labs will offer hands-on experience with various concepts covered in the syllabus,
allowing students to both understand and apply secure software design principles, enterprise

application development, system administration, and network management in real-world
scenarios.

To be effective from year-2024 : /{/\
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COURSE TITLE: Machine Learning

Course Code: | CSE-241053E1S Examination Scheme
Total number of Lecture Hours: 56 External 80
Internal 20

Lecture (L): | 4 | Practicals(P): | -4 | Tutorial (T):

- ]Total Credits | &

Course Objectives

e To learn the concept of how to learn patterns and concepts from data without being
explicitly programmed in various nodes.

¢ To design and analyse various machine learning algorithms and techniques with a
modern outlook focusing on recent advances.

o Explore supervised and unsupervised learning paradigms of machine learning.

s To explore Deep learning technique and various feature extraction strategies.

Course Content TEACHING
HOURS
[UNIT 1: Supervised Learning (Regression/Classification) 14-Hrs

K Nearest-Neighbor Classifier
Decision Trees (ID3. SAFARI).
Linear Regression, Logistic Regression
Support Vector Machines, Nonlinearity and Kernel Methods
Beyond Binary Classification: Multi-class Outputs.

[UNIT 2: Unsupervised Learning 14-Hrs

» Distance-based methods

e Clustering: K-means

e Dimensionality Reduction: PCA
e Generative Models

UNIT 3: 14-Hrs
e Ensemble Methods
e Boosting
e Bagging
e Random Forests

UNIT 4: 14-Hrs
e Semi-supervised Learning.
e Active Learning,
Reinforcement Learning,
Introduction to Bayesian Learning

Q/N\/' AN

To be effective from year-2024
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Textbooks

2. Christopher Bishop, Pattern Recognition and Machine Learning, Springer, 2007.

Reference Books

Springer 2009 (freely available online)

4. Kevin Murphy, Machine Learning: A Probabilistic Perspective, MIT Press, 2012

6. Christopher Bishop, Pattern Recognition and Machine Learning, Springer, 2007

5. Trevor Hastie, Robert Tibshirani, Jerome Friedman, The Elements of Statistical Learning,

COURSE OUTCOMES (CO):

After completion of course, students would be able to:

applications.

insight of when to apply a particular machine learning approach.

CO3: To mathematically analyze various machine learning approaches and paradigms.

CO4: To discover Deep learning method and different feature extraction approaches.

CO1: Extract features that can be used for a particular machine learning approach in various

CO2: To compare and contrast pros and cons of various machine learning techniques and to get an|

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 ¥ 8 9 10 11 |12
i 3 2 3 3 2 1 1 - 1 2 1 2
2 2 - 3 - 2 2 1 - 1 2 2 3
3 3 3 2 3 2 1 1 - 1 3 2 3
4 2 2 3 3 2 1 1 3 3 2 1 2

Lab Manual-Machine learning

Students are encouraged to perform hands-on lab exercises on the following topics:
» Implementation of Distance-Based Methods (e.g., K-Nearest Neighbors).

Building Decision Trees for Classification and Regression (ID3).

Linear Regression and Logistic Regression using Python/Scikit-learn.

Training Support Vector Machines with Linear and Nonlinear Kernels.

Implementing Multi-class Classification Techniques.

K-means Clustering on real-world datasets (e.g., customer segmentation).

Dimensionality Reduction using PCA and visualizing results in 2D/3D.

Implementing Generative Models for unsupervised learning.

Implementing Bagging and Random Forests for robust classification.

Hyperparameter tuning and model evaluation using Cross-Validation.

To be effective from year-2024 g &(/(/\ @/
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Experimenting with Boosting Techniques (e.g., AdaBoost, Gradient Boosting).
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Exploring Semi-Supervised Learning techniques.

Implementing Active Learning strategies.

Reinforcement Learning: Implementing Q-Learning for decision-making.
Introduction to Bayesian Learning and probabilistic models.

N
v
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Program Elective I11
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COURSE TITLE: Data Encryption & Compression

Course Code: | CSE-242041EIS Examination Scheme
Total number of Lecture Hours: 48 External 80
Internal 20

Lecture(L): ]4 IPracticals(P): |0 | Tutorial(T): [0 [Total Credits ‘4

Course Objectives

and security protocols.

in real-world systems.

size without losing information.

and their usage in secure communication.

* Introduce students to the fundamental concepts of encryption, decryption, cryptographic algorithms,
¢ Teach students how symmetric and asymmetric encryption methods work, and when each is applied

¢ [ntroduce students to hash functions, digital signatures, and their role in data security.
e Provide knowledge about various data compression techniques and how they are used to reduce data

¢ Understand advanced encryption schemes and modern cryptographic protocols such as RSA, AES,

0

Ap

text compression. Methods of Data Compression: Data compression- Loss less &
Lossy compression,

Course Content TEACHING
HOURS

UNIT 1: -Hrs
History of encryption techniques, and the evolution of cryptographic systems.
Encryption, decryption, keys, cipher-text, plaintext, cryptanalysis, etc. Types of
Cryptographic Systems: Symmetric key encryption, asymmetric key encryption and| 12
their applications. Cryptographic Services: Confidentiality, integrity, authentication,|
tand non-repudiation.
UNIT 2: - Hrs
Overview of Symmetric Encryption: Block ciphers, stream ciphers, key
management. Data Encryption Standard (DES): Algorithm design, encryption and
decryption, weaknesses of DES. Advanced Encryption Standard (AES): AES 12
algorithm, key expansion, rounds, and its applications in modern cryptography.
Secure key exchange and distribution in symmetric systems.
UNIT 3: - Hrs
Public Key Cryptography and Message Authentication: Approaches to Message
Authentication, SHA-1, MDS, Public-Key Cryptography Principles, RSA, Hash|
Function and Digital Signatures, Diffie-Hellman key exchange and its significance. 12
Introduction to Security: Need for security, Security approaches, Principles of
security, Types of attacks. SSL/TLS protocol, HTTPS, secure email protocols (PGP,
S/MIME).
UNIT 4: - Hrs
Need for data compression, Fundamental concept of data compression & coding,|
Communication model, Compression ratio, Requirements of data compression,

assification. Basic encoding (Run-Length Encoding), applications in image and 12
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Textbooks

1. Stallings, William. Cryptography and Network Security: Principles and Practice. 7th ed., Pearson,
2017.

2. Paar, Christof, and Jan Pelzl. Understanding Cryptography: A Textbook for Students and
Practitioners. 2nd ed., Springer. 2010.

Reference Books

1. Sayood, Khalid. Introduction to Data Compression. 5th ed., Morgan Kaufmann, 2017.
2. Salomon, David. Data Compression: The Complete Reference. 4th ed., Springer, 2007.

COURSE OUTCOMES(CO):

ICO1: Demonstrate an understanding of the core concepts of cryptography, including symmetric and
asymmetric encryption, key management, and cryptographic protocols.

CO2: Understand the concept of hash functions, implement them, and apply them in digital signatures and
data integrity checks.

CO3: Understand and apply cryptographic protocols such as SSL/TLS for secure communication.
CO4: Write programs to implement common encryption algorithms like DES, AES and RSA.

COS: Use various data compression algorithms like run-length encoding to reduce data size.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 11 12
1 3 3 2 2 2 2 1 1 2 2 1 2
2 3 3 2 3 3 2 1 1 2 2 2 3
3 3 3 3 3 3 2 1 1 57) 3 2 3
4 2 2 2 2 3 1 1 1 3 3 2 2
5 3 3 3 3 2 3 2 2 3 3 2 3

At
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4

COURSE TITLE: Steganography & Digital

Watermarking
Course Code: [ CSE-242042EI1S Examination Scheme
Total number of Lecture Hours: 56 External 80
Internal 20
Lecture (L): |4 | Practicals(P): | | Tutorial (T): |- [ Total Credits |4

Course Objectives

e To understand the fundamental concepts, history, and methods of steganography and
steganalysis.

e To explore frameworks and algorithms for secure communication using steganographic
techniques.
To analyze various steganography techniques, tools, and their applications.
To develop knowledge of detection and distortion techniques, including LSB embedding,
steganalysis, and texture-based methods.

Course Content TEACHING
HOURS
UNIT 1: Fundamentals of Steganography and Steganalysis 16 Hrs

Steganography: Overview, History, Methods for hiding (text, images, audio, video,
speech etc.), Issues: Security, Capacity and Imperceptibility, Steganalysis: Active
and Malicious Attackers, Active and passive steganalysis,

UNIT 2: Frameworks and Algorithms for Secret Communication 14 Hrs

Frameworks for secret communication (pure Steganography, secret key, public key
steganography). Steganography algorithms (adaptive and non-adaptive),

UNIT 3: Techniques and Tools for Steganography 14 Hrs

Steganography techniques: Substitution systems, Spatial Domain, Transform
domain techniques, Spread spectrum, Statistical steganography, Cover Generation|
and cover selection, Tools: EzStego, FFEncode, Hide 4 PGP, Hide and Seek, S|
Tools etc.)

UNIT 4: Advanced Detection and Distortion Techniques 14 Hrs

Detection, Distortion, Techniques: LSB Embedding, LSB Steganalysis using
primary sets, Texture based

Texthooks

¢ Peter Wayner. “Disappearing Cryptography—Information Hiding: Steganography &
Watermarking”, Morgan Kaufmann Publishers, New York, 2002.
e Ingemar J. Cox, Matthew L. Miller, Jeffrey A. Bloom, Jessica Fridrich, TonKalker, “Digital
@/ Watermarking and Steganography”, Margan Kaufmann Publishers, New York, 2008.
¢ Information Hiding: Steganography and Watermarking-Attacks and Countermeasures by Neil

}/‘/ F. Johnson, ZoranDuric, Sushillajodia
/r o be effective from year-2024 :k W
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Reference Books

e Information Hiding Techniques for Steganography and Digital Watermarking by Stefan
Katzenbeisser, Fabien A. P. Petitcolas

COURSE OUTCOMES (CO):

ICO1: Demonstrate an understanding of steganography fundamentals, including methods for hiding
data and associated challenges.

CO2: Apply frameworks and algorithms to design secure communication systems using
steganography.

CO3: Evaluate and implement steganographic techniques using contemporary tools and methods.

CO4: Analyze and apply detection and distortion techniques to identify and counter
steganographic methods.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 11 12
; 3 1 3 3 2 2 2 1 1 2 2 1
2 2 2 2 1 1 1 3 3 3 3
3 3 3 3 3 1 1 2 2 1 1 1
4 3 1 2 2 3 3 1 1 1 3 1
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COURSE TITLE: Information Theory & Coding

Course Code: f CSE-242043EIS Examination Scheme

Total number of Lecture Hours: 56 External 80
Internal 20

Lecture (L): | 4 | Practicals(P): [- | Tutorial (T): |- [ Total Credits |4

Course Objectives

Fundamentals of Information Theory: To introduce the foundational principles of
information theory, including entropy, mutual information, and Shannon’s theorems, and
to understand their relevance in communication systems.

Source and Channel Coding: To develop a deep understanding of source coding for data
compression and channel coding for error detection and correction, exploring both
theoretical concepts and practical implementations.

Error Correction and Coding Techniques: To explore coding schemes, and their
applications.

Applications of Information Theory: To examine the applications of information theory
in areas such as cryptography, data compression, wireless communications, and machine
learning, emphasizing real-world problem-solving.

Course Content TEACHING
HOURS

UNIT 1:

14Hrs

Fundamentals of Information Theory, Entropy, Joint and Conditional Entropy,

Capacity

Mutual Information, Shannon’s Theorems, Information Channels, Channel

UNIT 2:

-14Hrs

Lossless Source Coding, Huffman Coding, Arithmetic Coding, Lossy Source
Coding, Rate-Distortion Theory.

UNIT 3:

-14Hrs

Error Detection and Correction Codes, Linear Block Codes, Hamming Codes,
Cyclic Codes, Convolutional Codes, Error Detection Codes (Parity, Checksums,
CRCQ).

UNIT 4:

14Hrs

Applications of Information Theory in Cryptography, Data Compression,
Wireless Communications, and Machine Learning.

Textbooks

Interscience, ISBN: 978-0-471-24195-9, 2006

I. Elements of Information Theory, Thomas M. Cover and Joy A. Thomas, Wiley-

/\J\ 2. Information Theory, Inference, and Learning Algorithms, David J.C. MacKay, Cambridge

University Press, ISBN: 978-0-521-64298-9, 2003.

/To be effective from year-2024 ﬂ% \2?(
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Reference Books
1. A First Course in Information Theory, Raymond W. Yeung, Springer, ISBN: 978-0-387-
78910-1, 2006
2. Error Control Coding: Fundamentals and Applications, Shu Lin and Daniel J. Costello,
Pearson, ISBN: 978-0-13-283796-4, 2004

COURSE OUTCOMES (CO):

CO1: Demonstrate a solid understanding of key information theory concepts, including entropy,
mutual information, and channel capacity, and apply Shannon's theorems to analyze
communication channels.

CO2: Apply lossless and lossy source coding techniques, such as Huffman and arithmetic coding,
to compress data and analyze rate-distortion trade-offs in lossy coding scenarios.

CO3: Design and implement error-correcting codes, including Hamming, cyclic, and
convolutional codes, for effective error detection and correction in communication systems.

CO4: Evaluate and apply information theory principles in cryptography, data compression,
wireless communication, and machine learning, effectively addressing real-world problems in
these fields.

LEVEL OF CO-PO MAPPING TABLE

POs
COs 1 2 3 4 5 6 7 8 9 10 11 12
1 3 3 2 2 3 1 1 2 3 2 3
2 3 3 3 2 3 2 1 1 2 3 2 3
3 3 3 3 3 3 2 1 1 2 3 2 3
4 3 3 2 2 3 2 1 1 3 3 2 3
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