2" Semester



Examination Scheme

External 72
P T Internal 28
Tactical(®) [ 0]  Tutorial(T) | 0 | Total Credits | 4

To develop the ability to design, anal i
: ze, and '
Studnts will lop e’ e yze, and implement advanced algorithms for complex problems.

: es such a d) i :
algorithms, and linear programmin s greedy methods, dynamic programming, graph

, all 1 ; 3
computational models. 8, along with understanding NP-completeness and advanced
Course Content No. of Teaching Hours
g —__UNIT 10 Hrs
Sorting: Review of various sorting algorithms, topological sorting.

Gr:iph: D,eﬁnmons and Elementary Algorithms: Shortest path by BFS, shortest path in edge-weighted case
(Dijkstra’s), depth-first search and computation of strongly connected components, emphasis on
correctness proof of the algorithm and time/space analysis, example of amortized analysis.

l UNIT 2 | 10 Hrs

Introduction to greedy paradigm, algorithm to compute a maximum weight maximal independent set.
Application to MST. Graph Matching: Algorithm to compute maximum matching. Characterization of
maximum matching by augmenting paths, Edmond's Blossom algorithm to compute augmenting path.
Flow Networks: Maxflow-mincut theorem, Ford-Fulkerson Method to compute maximum flow, Edmond-
Karp maximum-flow algorithm.

UNIT 3 [ 10 Hrs
Shortest Path in Graphs: Floyd-Warshall algorithm and introduction to dynamic programming paradigm.
More examples of dynamic programming. Modulo Representation of integers/polynomials: Chinese

Remainder Theorem, Conversion between base-representation and modulo representation. Schonhage-
Strassen Integer Multiplication algorithm.

UNIT 4 | 10 Hrs
Linear Programming: Geometry of the feasibility region and Simplex algorithm NP-completeness:

Examples, proof of NP-hardness and NP completeness. One or more of the following topics based on time

and interest Approximation algorithms, Randomized Algorithms, Interior Point Method, Advanced
Number Theoretic Algorithm.

Recommended Books:
1. Introduction to Algorithms by Cormen, Leiserson, Rivest, Stein.

2. The Design and Analysis of Computer Algorithms by Aho, Hopcrofi, Ullman.
M 3. Algorithm Design by Kleinberg and Tardos.

/ “4. H.S. Wilf, Algorithms and complexity, Prentice hall.
Course Qutcomes:

1. Analyze and apply advanced sorting and graph algorithms with correctness proofs and
time/space complexity analysis.

2. Apply greedy algorithms and graph matching techniques to solve optimization problems.
3

. Solve complex problems using dynamic programming, including shortest paths and integer
multiplication.
4,

Apply Linear Programming techniques and understand their geometric interpretations and
algorithmic implementations

Level of CO-PO Mapping
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| Course Code: MCSECSC224

| Total Number of Lecture Hours: 56 l‘iﬂfﬂ“'l__ 72 NS

[Course Title: Soft Computing e e -
o - o ' l Fxamination Scheme |

Internal |28
Internal 2 - |

Tutarial (T) [(l _[_ _Tnl._'ll (_r_(ﬂ its |

~ Lecture (L) - ']-‘l_ ] Practical (") [o]
Course Objectives:

.I * Tointroduce soft computing concepts and techniques and foster their abilities in designing .

Iu appropriate technique for a given scenario. '

* Toimplement soft computing based solutions for real-world problems. '

To give students knowledge of non-traditional technologies and fundamentals of artificial neural 'l

|' networks, fuzzy sets, fuzzy logic, genetic algorithms.
To provide students a hand-on experience on MATLAB/Python to implement various strategies. |
|

|
| LECTURE WITH BREAKUP NO. OF
LECTURESE

|

Unit 1
' SOFT COMPUTING and FUZZY LOGIC: Soft Computing Constituents, Fuzzy Sets, Operations 14 |

. on Fuzzy Sets, Fuzzy Relations, Membership Functions: Fuzzy Rules and Fuzzy Reasoning, .
| Fuzzy Inference Systems, Fuzzy Expert Systems, Fuzzy Decision Making. }
|

| Unit2
|

| NEURAL NETWORKS: Machine Learning Using Neural Network, Adaptive Networks, Feed 14 ||I "
| forward Networks, Supervised Learning Neural Networks, Radial Basis Function Networks, [

'I, Unsupervised Learning Neural Networks,
| FI

\ Unit 3 ( f |
| DEEP LEARNING and GENETIC ALGORITHMS: Recent Trends in deep learning, various 14 ./

classifiers. Introduction to Genetic Algorithms (GA), Applications of GA in Machine Learning.

| Implementation of recently proposed soft computing techniques.
| 1

Mo

| Unit4
|

| Matlab/Python Lib: Introduction to Matlab/Python, Arrays and array operations, Functions i
|and Files, Study of machine Iearning/soft computing toolbox/libraries, Simple '

I implementation of machine learning/soft computing techniques.
' COURSE OUTCOMES

:_After completion of course, students would be able to: L
0 ldentify and describe soft computing techniques and their roles in building intelligent machines

O Apply fuzzy logic and reasoning to handle uncertainty and solve various engineering problems.

O Apply genetic algorithms to combinatorial optimization problems.
0 Evaluate and compare solutions by various soft computing approaches for a given problem

References _
1. Jyh:Shing Roger Jang, Chuen:Tsai Sun, EijiMizutani, Neuro:Fuzzy and Soft Computing, Prentice:Hall of
India, 2003.

2. George . Klir and Bo Yuan, Fuzzy Sets and Fuzzy Logic:Theory and Applications , Prentice Hall, 1995.

3. MATLAB Toolkit Manual
N\

\
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fr—— COIII'S + Mint % <
e Code: MCSECPS224 © Title: Mini Project with Seminar c ?
xamination Scheme

(al Number of Lecture Hours: 30 >
xternal 36
Lecture (L) | 0 | Practical : Internal 14
Course Objectives @) 4] Tutorial (T) | 0 | Total Credits [ 2

; : ;" de ‘;:31 op I echm‘cgff presentation and research communication skills

3: TZ ff:s?g"nczr:zej:bﬁw tor vEiew ! ffer:arure and identify relevant research areas.

o rf:) ¢ n:e-znt a mini prf)jec'l addressing a real-world or research-based problem.
$ ation and application of theoretical knowledge to practical problems.

Description | No. of Teaching Hours

Literature Survey & Problem Identification
Identifying a domain of interest
Surveymg recent research papers, patents, and open problems
Defining scope and significance of the problem
Framing project objectives and deliverables
Design and Implementation
System architecture/design models

Choice of tools, algorithms, datasets, or simulations

Implementation phases: coding, testing, modeling

Iterative development and testing strategies
Documentation & Report Writing

Technical writing standards and structure

Preparation of interim and final reports

Citing references (IEEE/APA style)

Plagiarism checking and ethics in research
Seminar & Presentation

Preparing slides and poster presentations

Verbal and visual communication skills

Feedback-based refinement

Final seminar and viva-voce

Course Outcomes: By the end of this course, students will be able to:

1. Identify

and articulate a research problem through comprehensive literature review.

9 Demonstrate the ability to design, model, or simulate a technical solution.
3. Present technical content effectively in oral and written form.
4 Collaborate in a team environment to complete a research-oriented mini project.

Level of CO-PO Mapping
POs
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PROGRAM ELECTIVE-III & IV



- pIs of computer and network '
and limitations of security solutions 4 securi

o To examine various classes of cyber-

attacks across network, application, and human layers and
Ps.

* To analyze advanced malware detection methods, i '
, including attack tree: 1
i v g rees, boinet autopsy, polymorphism,

\ Course Content No. of Teaching Hours
\ UNIT |

. 10 Hrs

The state of thre_ats against computers, and networked systems-Overview of computer security solutions
and w!ly they fall.-vulnerablhty assessment, firewalls, VPN’s -Overview of Intrusion Detection and
Intrusion Prevention

\ UNIT 2 | 12 Hrs
F‘,l.ass?s of attacks - Network layer: scans, denial of service, -Application layer: software exploits, code
injection-Human layer: identity theft, Hesitated groups-Automated: Drones, Worms, Viruses

A General IDS model and taxonomy, Signature-based Solutions, Snort, Snort rules, Evaluation of IDS,
Cost sensitive IDS

i UNIT 3 [ 12 Hrs

Anomaly Detection Systems and Algorithms-Network Behavior Based Anomaly Detectors (rate based)-

Host-based Anomaly Detectors-Software Vulnerabilities State transition, Immunology, Payload Anomaly
Detection

UNIT 4 ] 14 Hrs
Attack trees and Correlation of alerts-Autopsy of Worms and Botnets-Malware detection-Obfuscation,
polymorphism, Email/IM security issues-Viruses/Spam-From signatures to thumbprints to zero day
H‘

detection-Insider Threat issues-Taxonomy-Masquerade and Impersonation
Recommended Books:

1. Crimeware, Understanding New Attacks and Defenses, Markus Jakobsson and Zulfikar Ramzan,
Symantec Press, ISBN: 978-0-321-50195-0 2008

2. The Art of Computer Virus Research and Defense, Peter Szor, Symantec Press ISBN 0-321 30545-3
Course Qutcomes

e COI: Demonstrate an understanding of the primary threats to computer and network systems and the
limitations of current security measures.

CO2: Identify and classify various types of cyber-attacks and attackers across different layers,
including network, application, and human aspects.

CO3: Apply anomaly detection techniques to recognize abnormal behavior in network and host systems.
CO4: Analyze and evaluate malware detection strategies, including signature and behavioral-based
methods, for defending against advanced and zero-day threats.

| Level of CO-PO Mapping
POs
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2 2 1 1 1 1 0 1 0 2
2 2 2 1 1 1 0 1 0 | 2
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Examination Scheme

' 54

wre (L) 21
[urse Objectives

Total Credits  [3 |

Introduce students to the fundamenta]
; €0 : ;
and security protocols. PIs of encrypion, decryption, cryptographic algorithms,
Teach students how symmetric and :
as :
real-world systems, ymmetric encryption methods work, and when each is applied in
|| : ?r:z?;:i:?\:?:dizoa:aoﬁ ﬁmf:tion:l, digital signatures, and their role in data security
various dat i : '
size without Vosing informstion a compression techniques and how they are used to reduce data

¢ Understand advanced encryption sch
emes :
\ i ST s and modern cryptographic protocols such as RSA, AES, and

lr Course Content No. of Teaching Hours
UNIT 1 10 Hrs

1:1‘5‘01'3’ .of;]encryption techniques, and the evolution of cryptographic systems. Encryption, decryption,
eys, cipher-text, plaintext, cryptanalysis, etc. Types of Cryptographic Systems: Symmetric key

fl:ncryp_ntion, asym_melfric key encryption and their applications. Cryptographic Services: Confidentiality,
integrity, authentication, and non-repudiation.

| UNIT2 | 10 Hrs
Overview of Symmetric Encryption: Block ciphers, stream ciphers, key management. Data Encryption

Standard (DES): Algorithm design, encryption and decryption, weaknesses of DES. Advanced Encryption
Standard (AES): AES algorithm, key expansion, rounds, and its applications in modern cryptography.

Public Key Cryptography and Message Authentication: Approaches to Message Authentication, SHA-1,
MDS3, Public-Key Cryptography Principles, RSA, Hash Function and Digital Signatures, Diffie-Hellman
key exchange and its significance. Introduction to Key Management and Distribution, Symmetric key

distribution, Public key distribution, X.509 Certificates, Public key Infrastructure. SSL/TLS protocol,
HTTPS.

UNIT 4 [ 10 Hrs
Need for data compression, Fundamental concept of data compression & coding, Communication model,
*V | Compression ratio, Requirements of data compression, Classification. Basic encoding (Run-Length
Encoding), applications in image and text compression. Methods of Data Compression: Data compression-
Loss less & Lossy compression.
Recommended Books:
1. Stallings, William. Cryptography & Network Security: Principles & Practice. 7th ed., Pearson, 2017.
2. Paar, Christof, and Jan Pelzl. Understanding Cryptography: A Textbook for Students and
Practitioners. 2nd ed., Springer, 2010.
3. Salomon, David. Data Compression: The Complete Reference. 4th ed., Springer, 2007.
Course Outcomes:
1 COI: Demonstrate an understanding of the core concepts of cryptography, including symmetric and
asymmetric encryption, key management, and cryptographic protocols.
2. CO2: Understand the concept of hash functions, implement them, and apply them in digital
signatures and data integrity checks.
3. CO3: Understand and apply cryptographic protocols such as SSL/TLS for secure communication.
4. COA4: Use various data compression algorithms like run-length encoding to reduce data size.

Level of CO-PO Mapping
POs
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3 3 3 3 1 0 1 1 2 0 2
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Cou
lr;;fl‘m]“em No. of Teaching Hours |
; ' [ 10 Hrs
gfia;;gré‘;;géigv:;;‘m’ History, Methods for hiding (text, images, audio, video, speech etc.), Issues:
Steganal;sis. perceptibility, Steganalysis: Active and Malicious Attackers, Active and passive

Course Objectives: The aim of the course is gi
_ 5 give a comprehensi
methods, and techniques for securely hiding and detecting irfformarf;; wit

images, audio, and VId:‘.’O. The course also focuses on steganalysis to detect
system robustness against various attacks.

|_,_.__—

Course Title: Stegan raphy & Digital Wa

.« Code: MCSEDSC224 termarking
o1 Number of Lecture Hours: 40 Examination Scheme
. External 54
L 3 : Internal

understanding of the principles,
hin digital media such as text,
hidden information and assess

UNIT2 [ 10 Hrs ]

|

Frameworks for secret communication (pure Steganography, secret key, public key steganography),
Steganography algorithms (adaptive and non-adaptive).

UNIT 3 | 10 Hrs

' Katzenbeisser, Fabien A. P. Petitcolas.
Fourse Outcomes:
1. Understand the fundamental principles of steganography and steganalysis, including historical

Steganography_ te?chniques: Substitution systems, Spatial Domain, Transform domain techniques, Spread
spectrum, Statt:stlcal steganography, Cover Generation and cover selection, Tools: EzStego, FF Encode,
Hide 4 PGP, Hide and Seek, S Tools etc.)

| UNIT 4 10 Hrs
(Dctection, Distortion, Techniques: LSB Embedding, LSB Steganalysis using primary sets, Texture based,

analyze texture patterns to identify inconsistencies that may indicate hidden data. Intentional distortion,
detection of distortion.
Recommended Books:
1. Peter Wayner, Disappearing Cryptography-Information Hiding: Steganography & Watermarking”,
Morgan Kaufmann Publishers, New York, 2002.
2. Ingemar J. Cox, Matthew L. Miller, Jeffrey A. Bloom, Jessica Fridrich, TonKalker, Digital
Watermarking & Steganography”, Margan Kaufmann Publishers, New York, 2008.
3. Information Hiding: Steganography and Watermarking-Attacks and Countermeasures by Neil F.
Johnson, ZoranDuric, SushilJajodia
4. Information Hiding Techniques for Steganography and Digital Watermarking by Stefan

development, methods for hiding information across different media and issues related to security,
capacity, and imperceptibility.

2. Analyze and apply different frameworks and algorithms for secret communication, including pure
steganography, secret key, and public key methods.

3. Design and implement steganographic systems using substitution systems, spatial and transform
domain techniques, spread spectrum, and statistical methods.

4. Evaluate and detect hidden information by applying advanced detection methods such as LSB
embedding and steganalysis using primary sels and texture-based analysis, and assess the robustness
of steganographic systems under distortion attacks.

Level of CO-PO Mapping
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Course Title:
-+ Code: MCSEDSD224 ==

==
1‘ ﬁ{ﬁl Number of Lecture Hours;

Examination Scheme
External | 54
Internal
Course Objectives T 2

Total Credits | 3

o Fundamentals of Informatio B
g i inf:r Thef)fy- To introduce the foundational principles of i ion th
> 1 mation, and Shannon’s theore inf PR ey,
communication systems, ms, and to understand their relevance in
o Source and Channel Coding:
and channel coding for erroﬁld:?ef;z:z‘?:j j = w.!ders!anding At oo i L ragreion
practical implementations. orrection, exploring both theoretical concepts and
o Error Correction a ] i
o Applications ofInf:f"f;f;:BTichlnquues: To explore coding schemes, and their applications.
ory: 1o examine the applicati 1 ‘ '
as cryptography, data compression, wireles pplications of information theory in areas such

P ot communications, and machine learning, emphasizing
\ Course Content No. of Teaching Hours
UNIT 1 10 Hrs

‘gundame‘ntals of Information T!1eow, Entropy, Joint and Conditional Entropy, Mutual Information,
hannon’s Theorems, Information Channels, Channel Capacity

L UNIT 2 | 12 Hirs
\ Lossless Source Coding, Huffman Coding, Arithmetic Coding, Lossy Source Coding, Rate-Distortion

Theory

UNIT 3 12 Hrs
Error Detection and Correction Codes, Linear Block Codes, Hamming Codes, Cyclic Codes,
Convolutional Codes, Error Detection Codes (Parity, Checksums, CRC).

l UNIT 4 14 Brs

Applications of Information Theory in Cryptography, Data Compression, Wireless Communications, and
Machine Learning

Recommended Books:

1. Elements of Information Theory, Thomas M. Cover and Joy A. Thomas, Wiley-Interscience, ISBN:
978-0-471-24195-9, 2006

2. Information Theory, Inference, and Learning Al gorithms, David J.C. MacKay, Cambridge University
Press, ISBN: 978-0-521-64298-9, 2003.

3. A First Course in Information Theory, Raymond W. Yeung, Springer, ISBN: 978-0-387-78910-1,
2006

4. Error Control Coding: Fundamentals and Applications, Shu Lin and Daniel J. Costello, Pearson, ISBN:
978-0-13-283796-4, 2004

Course Outcomes

COI: Demonstrate a solid understanding of key information theory concepts, including entropy, mutual

information, and channel capacity, and apply Shannon's theorems to analyze communication channels.

CO2: Apply lossless and lossy source coding techniques, such as Huffman and arithmetic coding, o

compress data and analyze rate-distortion trade-offs in lossy coding scenarios.

CO3: Design and implement error-correcting codes, including Hamming, cyclic, and convolutional codes,

for effective error detection and correction in communication systems.

CO4: Evaluate and apply information theory principles in cryptography, data compression, wireless

communication, and machine learning, effectively addressing real-world problems in these fields

Level of CO-PO Mapping
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- Course Title: Securi
- je: MCSEDSE224 curity Assessment & Risk Analysis

Examination Scheme
External 54
Internal 21

Total Credits | 3

. Describe the concepts of risk management

o Define and differentiate various Contin

o Integrate the IRP, DRP, & BCP planf?,:fﬁ 2Iizzfng components

| operations. erent strategy to support sustained organizational
o Define and be able to discuss inci
\ S incident respon, i : ;
sustained organizational operations ponse options, and design an Incident Response Plan for

Course Content
. ] N ' f : H
UNIT 1 Security Basics and Operation Security - T:;cl::':g -

Informati i . o ;

e e i L e e
charneterisfics = confidentiality critisal ucation, training and awareness, critical information

. : entiality critical information characteristics - integrity, information states — storage,
lﬂfOﬂT\atl.O.l'll states — tral.nsmlssmn, security counter measures policy, procedures and practices, threats,
Vulne!'abllmes‘. Operations Security (OPSEC): OPSEC surveys/OPSEC planning INFOSEC: computer
security - audit, cryptography encryption (e.g., point to point, network, link), cryptography key
m:g:a gime)nt (to include electronic key), cryptography strength (e.g., complexity, secrecy, characteristics
of the key).

\ UNIT 2 Threats to and Vulnerabilities of Systems ] 12 Hrs
Definition of terms (e.g., threats, vulnerabilities, risk), major categories of threats (e.g., fraud, Hostile
Intelligence Service (HOIS), malicious logic, hackers, environmental and technological hazards,
disgruntled employees, careless employees, HUMINT, and monitoring), threat impact areas,
Countermeasures: assessments (€.g,, surveys, inspections), Concepts of Risk Management: COnsequences
(e.g., corrective action, risk assessment), cost/benefit analysis of controls, implementation of cost effective
controls, monitoring the efficiency and effectiveness of controls (¢.g., unauthorized or inadvertent
disclosure of information), threat and vulnerability assessment
\ UNIT 3 Security Planning 1 12 Hrs
Directives and procedures for policy mechanism, Risk Management: acceptance of risk (accreditation),
corrective actions information identification, risk analysis and/or vulnerability assessment components,

risk analysis results evaluation, roles and responsibilities of all the players in the risk analysis process,
Contingency Planning/Disaster Recovery: agency response procedures and continuity of operations,
contingency plan components, determination of backup requirements, development of plans for recovery
actions after a disruptive event, development of procedures for offsite processing, emergency destruction
procedures, guidelines for determining critical and essential workload, team member responsibilities in
% responding to an emergency situation
UNIT 4 Policies and Procedures ] 14 Hrs
Physical Security Measures: alarms, building construction, cabling, communications centre,
environmental controls (humidity and air conditioning), filtered power, physical access control systems
(key cards, locks and alarms) Personnel Security Practices and Procedures: access
authorization/verification (needtoknow), contractors, employee clearances, position sensitivity, security
training and awareness, systems maintenance personnel, Administrative Security Procedural Controls:
attribution, copyright protection and licensing , Auditing and Monitoring: conducting security reviews,

effectiveness of security programs, investigation of security breaches, privacy review of accountability
controls, review of audit trails and logs

Recommended Books:

1. Security Risk Management: Building an Information Security Risk Management Program, Evan
Wheeler, Elsevier, st Edition (2011)

2. Principles of Incident Response and Disaster Recovery, Whitman & Mattord, Course Technology
ISBN: 141883663X

alternate site selection for business resumption planning

e (CO2: Skilled to be able to describe the escalation process from incident to disaster in case of security

Course Outcomes
e COI: Capable of recommending contingency strategies including data backup and recovery and
dis

fer i
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Course Objectives
(:
2

cle Common softwa
, Secure g

oftware development

re vulnerabilities: buffer overflows, input validation,
Enumeration) and CVE (Com

) practices, Introduction to CWE (Common Weakness
mon Vulnerabilities and Exposures)

UNIT 2
Secure Programming in C/C++ and Java

Buffer overflows, stack smashing, integer overflows,
coding in Java: avoiding serialization flaws, input vali

Memory safety: use-after-free, double free, Secure
dation, Exception hand| ing and secure use of AP[s

UNIT 3 | 12 Hrs
Web and Database Security

Input validation and sanitization, Preventing Cross-site scripting (XSS), Cross-site request forgery
(CSRF), and SQL injection, Session management and authentication flaws, Secure file handling and
configuration

UNIT 4
Secure SDLC and Advanced Topics
Threat modeling and risk assessment, Static and dynamic code analysis, Secure design principles and
secure code review, Overview of tools: SonarQube, Coverity, Fortify, Case studies of real-world
| vulnerabilities

Recommended Books

1. "Secure Coding in C and C++" — Robert C. Seacord, Pearson Education
2.

"The Web Application Hacker’s Handbook" — Dafydd Stuttard, Marcus Pinto
3. "Writing Secure Code" — Michael Howard, David LeBlanc, Microsoft Press

4. "Computer Security: Principles and Practice" — William Stallings and Lawrie Brown
Course Outcomes

| 14 Hrs

After successful completion of the course, the student will be able to:

1. Identify common software vulnerabilities and explain how insecure code leads to exploitation.
2. Apply secure coding techniques to prevent vulnerabilities such as buffer overflows, XSS, and SOL
injection. ‘ _ ‘
3. Analyze and refactor insecure code across different programming languages using secure coding
standards. .
4. Design secure software using threat modeling, code review, and secure SDLC practices,
vel of CO-PO Mapping
POs
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y Course Title: NefworiSmie————
-~ Code:MCSEDSG224 ———: etwork Security _
ol Number of Lecture Hours: 40

Examination Scheme

- External
: Internal
Tecture (L) | 3 | Practical (P) [0 | Tutorial '
/ cougbjecﬁves l ial (T) |0 | Total Credits

" | The aim of this course is to provide background, com '
|  comprehensive and deep knowledge of securi
| relevant to networks. Introduce the importance o 4 e A

J : f security algorith . 3 ;
/ Authentication, etc)in the modern digital world {y algorithms (Confidentiality, Integrity,

Course Content No. of Teaching Hours
. I.JNIT 1 10 Hrs
Introduction to Network Security: security attacks, services and mechanisms.

Basic Co:lcepts: cryptography, steganography, number theory (Concept of Groups, Rings, Fields, GF(p)
and GF(p’), random numbers, Discrete Logarithm Problem and Prime Factorization.
Secret Key Encryption: DES, IDEA, RC4, AES (Rijndael)
Public key encryption: Diffie-Hellman, RSA, ECC

UNIT 2 ‘ 10 Hrs

Message Authentication Codes: Authentication requirements, authentication functions, message
authentication code,

Hash Functions: security of hash functions, birthday attacks, MDS5, Secure hash algorithms (SHA-1)

Digital Signatures: Digital Signatures, Elgamal and Schnorr Digital Signature Techniques, Digital
signature standards (DSS).

UNIT 3 | 10 Hrs

Key Management and distribution: Symmetric key distribution, Public key distribution, X.509

Certificates, Public key Infrastructure. Basic concepts in group key management Overview of Group key
agreement protocols

Authentication Applications: Kerberos
Electronic mail security: pretty good privacy (PGP), SIMIME. a
UNIT 4 | 10 Hrs |
IP Security: Architecture, Authentication header, Encapsulating security payloads, combining security
associations, key management. Firewalls

Transport Layer Security: Introduction to Secure Socket Layer, TLS, HTTPS

System Security: Idea of Intrusion, Intrusion detection, Intrusion Detection tools.
Recommended Books:

I. Cryptography and Network Security — William Stallings, Pearson Education

2. Network Security — Charlie Kaufman, Radia Perlman, Mike Speciner.

3. Applied Cryptography, Protocols, Algorithms, and Source Code in C, B. Schneier, Wiley
Course Outcomes:

1. Understand the basic mathematical concepts to develop security algorithms.
2. Importance of integrity and signature algorithm and how such algorithms work.

r%' 3. Key management and distribution in WANS, importance of authentication and E-mail security

4. Application of security functions at different networking layers.

Level of CO-PO Mapping
POs
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n-';;s’eT)bjuﬁves
, Present the mathematical, statistical and computational challenges of building neural networks and

II l . L) - 3 em’":" !ec

—

Course Title: Introduction to Deep Lea

~MCSEDSH224

l’nill

code:
-.-:ﬁn per of Lecture Hours: 40

Examination Scheme
External
Internal

21

ﬁfb@ 3| Practical(®) [0]

Tutorial (T)

[ 0 T Total Credits | 3

Course Content

| No. of Teaching Hours

UNIT 1

| 10 Hrs

|

principles of ANN design, Basic network structure, Perceptron’s i inci

; n’s t
neur:i networks - deep model, Output units and hidden units.p M A AR
Backpropagation algorithm: i
- lfas t;iyc %3 . g Gradient Descent (GD), Momentum-based GD, Nesterov Accelerated GD,
Vanishing gradient problem, New optimization methods: Adagrad, Adadelta, RMSprop, Adam

UNIT 2

10 Hrs

Tramingl deepl models:. Hyperparameters and validation sets, Cross-validation, Overfitting and
underfitting, Bias vs variance trade-off. Regularization methods: Dropout, Batch Normalization, Early

stopping

Autoencoders and relation to PCA, Regularization in autoencoders, Denoising autoencoders, Sparse
autoencoders, Greedy Layerwise Pre-training, Better activation functions & weight initialization methods,

Batch Normalization

UNIT 3 [

10 Hrs

Convolution operation, Pooling layers, Regularization in CNNS, Architectural overview of CNNs, Layers,

filters, parameter sharing

Popular CNN architectures: AlexNet, VGGNet, GoogleNet, ResNet

UNIT 4

| 10 Hrs

Sequence learning with neura
Through Time (BPTT), Long Short-Term Memory (LSTM
(GRU). Encoder-decoder sequence-to-sequence arc

over images. Introduction to unsupervised training of

| networks, Unrolling the recurrence,

Training RNNs - Backpropagation
), Bidirectional LSTM, Gated Recurrent Units

hitecture, Attention mechanism, Attention mechanism

neural networks: Restricted Boltzmann Machines.

Recommended Books:
1. Deng & Yu, Deep Learning: Metho
2. Ian Goodfellow, Yoshua Bengio, A
3. Michael Nielsen, Neural Networks

ds and Applications, Now Publishers, 2013.
aron Courville, Deep Learning, MIT Press, 2016.
and Deep Learning, Determination Press, 2015.

—

3.

Course Outcomes:
1. Explain fundamental concepls of art
feedforward networks, backpropagation,

Adam optimizer.

2. Apply deep learning techniques such as drop
train, and optimize neural network models

gradients, and hyperparameter tunin
Analyze and implement various deep

attention mechanisms, and encoder-dec

series data.

4. Evaluate machine learning models using cross-
algorithms, and demonstrate understanding of advance
generative models, and Bayesian inference.

including percepirons,

ificial neural networks (ANNS),
as gradient descent and

& optimization techniques such

out, batch normalization, and regularization to design,
while addressing issues like overfitting, vanishing

l;?arm'ng architectures including CNNs and RNNs (LSTM, GRU),
oder models for tasks involving images, sequences, and time-

validation, ensemble methods, and clustering
d topics like reinforcement learning, PCA,

Level of CO-PO Mapping
COs L £
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- Course Title:
| Gourse Code: MCSEAXX224 i,
“Total Number of Lecture Hours; 50

Examination Scheme

Course Content No. of Teaching

Hours

UNIT 2 3 N
— UNIT 3 L \
— ] 14 Hrs |
Books: ‘

Course Outcomes

Level of CO-PO Mapping
COs 1 2 3 4 S § .
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Course Title: Advanced Aloori

‘Code: MCSELAL224 orithms Lab
I‘N/umber of Lecture Hours: 50

qurse Objectives
. aim of the Lab is to devel ili
The aim of evelop the ability to design, im
; : : , implement, and -
:erhmf{"es for Solv!_"g complex computational problems, including gaphijﬂ?{fkﬂd\’aﬂced Y
| dmanic programming, number-theoretic algorithms, and NP-complete pmbifmr ; , g-i,xff; eﬁ?fy strategies,
ions.

Examination Scheme

Internal
Total Credits

‘ List of Experiments
|. Implement and analyze basic sorting aleori i
e oot e g algorithms (e.g., Merge Sort, Quick Sort, Heap Sort) with time

é. llmpllement BliS & ?FS forltraversal and shortest path computation in unweighted graphs.
. Implement Dijkstra’s algm.—nthm for finding the shortest paths in weighted graphs
4. Implement a Greedy algorithm for MST using Kruskal’s and Prim’s algorithms.

5. Implement graph matching algori ' :
gorithms (e.g., b ;
Algorithm for maximum matching). N

2. ?olvle the M;;umum Flow Problefn using Ford-Fulkerson Method and Edmond-Karp Algorithm.

. Imp emen.t oyd-WafshaH algorithm for finding all-pairs shortest paths.

8. Apply Chinese P.\emamder Theorem (CRT) for solving modular arithmetic problems.

9. lmplet_nent efficient Integer Multiplication using Schonhage-Strassen algorithm (basic version or an
optimized large number multiplication).

10. Solve Linear Programming problems using the Simplex Method manually and/or using available
libraries like SciPy. optimize. linprog.

11. Study and simulate an NP-complete problem (e.g., Vertex Cover or Subset Sum problem)

12. Implement an Approx. Algorithm for a classical NP-hard problem (e.g., Vertex Cover, TSP).

13. Implement a basic Randomized Algorithm (e.g., Randomized QuickSort or Randomized Selection ]
Algorithm).

*This is only a suggested list of experiments/simulations. The instructor is encouraged to familiarize
students with additional relevant exercises.

l Recommended Books:
Course Outcomes:
M 1. Implement sorting algorithms (Merge, Quick, Heap), graph algorithms (BFS, DFS, Dijkstra), and
Jh

perform time-space complexity analysis.

2. Implementation of solutions for problems like MST (Kruskal's/Prim’s), graph matching, maximum
flow (Ford-Fulkerson, Edmond-Karp), and shortest paths (Floyd-Warshall).

3. Solve modular arithmetic and number-theoretic problems using efficient algorithms,
apply Chinese Remainder Theorem, perform efficient integer multiplication (Schonhage-Strassen),
and solve linear programming problems using Simplex Method.

4. Explore and simulate NP-complete problems, approximation, and randomized algorithms
Students will investigate NP-hard problems (like Vertex Cover), implement approximation and
randomized algorithms, and evaluate their computational complexity and performance. 4{

Level of CO-PO Mapping
POs
COs T2 3456789 101 |1
3 3 2 2 2 = 3 . 1 1 -
3 3 3 2 2 - - - 1 1 - 2
3 | 3 | 2| 2| 2 |1 : | : 1 . 3 |
3 3 2 2 - 1 1 1 3
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s Course Title: lt\
Code: MCSELSA224 ntrusion DetectlonﬁLab

v '
il Number of Lecture Hours: 50 EEtxaml:laﬁon Scheme
xterna 36
__ ' Internal
[ceture (L) | 0 | Practical (P) 4 | Tutorial (T) | 0 | Total (ﬁz
List of Experiments
1. Study and Demonstration of Common Network Threats

o Simulate basic network attacks such as i

. ' port scanning, SYN [

. using tools like Nmap, Hping3, and Wireshark. : B
2. Firewall Configuration and Testing

0 Conﬁgure a host-!:ased or network firewall (e.g., iptables or pfSense) and test its
effectiveness against various attack vectors.

3. Virtual Private Network (VPN) Setup and Security Testing

o Create a \lfPN using OpenVPN or WireGuard and analyze the security of data
transmission over public networks.

4. Tnstallation and Basic Configuration of Snort IDS

° Set up Snort on a Linux system and capture normal and malicious network traffic.
5. Writing Custom Snort Rules

o Create and test custom Snort rules to detect specific attacks such as ICMP floods, port
scans, or login attempts.

6. Detection of Application Layer Attacks

o Simulate attacks like SQL Injection, Cross-Site Scripting (XSS), and buffer overflows

and analyze detection using Snort or other IDS tools.
7. Log Analysis and Intrusion Detection using SIEM Tools

o Use tools like Splunk or ELK Stack to analyze logs
intrusions.

8. Performance Evaluation of an IDS System

o Compare detection accuracy, false positives/negatives, and resource usage under different
Snort rule sets or other IDS configurations.

9. Simulation of Malware Behavior (Viruses, Worms) in a Controlled

o Use tools like Cuckoo Sandbox to observe malware be
IDS.

10. Case Study: Cost-Sensitive Intrusion Detection

from hosts and detect anomalies or

Environment
havior and examine detection by

*This is only a suggested list of experimems/simu.'aﬁons. The instructor is encouraged to familiarize
students with additional relevant exercises.

R
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Course Title:
-« Code: MCSELSB224
| Number of Lecture Hours: 50

Examination Scheme

e |

0 | Total Credits

i

10 | Practical (p) | 4 | Tutorial (T)
List of Experiments

1. Study th'.? use of network reconnaissance tools like WHOIS, dig, traceroute, nslookup to gather
information about networks and domain registrars.
2. Configure and demonstrate use of Traffic monitorin g tools such as Wireshark, ethereal, tcpdump,
etc with security perspective.
3. Implement the following encryption and decryption techniques using high level programming
languages
a. Ceaser cipher b. Substitution cipher ¢, Hill Cipher d. DES e. AES.
4. Implementation and study of vulnerabilities in RSA algorithm.
5. Implement the Diffie-Hellman Key Exchange mechanism using HTML and JavaScript.
6. Calculate the message digest of a text using the SHA-1 and MDS algorithms. _
7. Study of the features of firewall in providing network security and configuration of Firewall

Security in various platforms (windows/linux). _ . e
*This is only a suggested list of experiments/simulations. The instructor is encouraged o

familiarize students with additional relevant exercises.
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i

are

ﬁc’objecﬁv: The aim of this lab is 1o .

i : , rovid

menting sreganggraphrc technigues, (mg fyzinge ;;;zﬁcsf h:owledge and h
7 ransform domain approaches, and eval ata through steg

S uating th : :
srmation hiding systems. & lhe security, capacity, and robustness of digital

| —

’[f”___ List of Experiments

Implementation of basic Steganography ¢

Perform basi is: :
embedding). Phy model (Hide and retrieve data without a key using simple

Implement text hiding in an image usi
r : ge using LSB i
lltke 1secuntys, Bty impemeptibig] ) technique (Use Python/Matlab and evaluate parameters
. Implement Spati i i
. lmfalement Tl::]t::tl_ol?;n];a;n S.tegsanogmphy (Hide secret messages into spatial pixel values directly).
o main Steganography using DCT/DWT (Apply embedding in the frequen
in, e.g., JPEG compression). : -

. Experiment with Steganograph [ i

: . _ phy tools like EzStego, S-Tools, Hide4PGP (Hid [
text/images using existing tools and compare effectiveness). - (emdretier

. Implement detection using Prima T : ;
s ry Sets Method (Detect LSB
snid seistical wnaly i, (Detect LSB manipulation based on pixel grouping

Analyzc_hlddeu data using image texture properties (Use filters or statistical texture features to detect
embedding).

10. Implement a simple distortion attack and measure impact (Introduce noise/compression and check
Steganography robustness).

analysis, exploring spatial

techniques like Least Significant Bit (LSB))Ioncepts (Hide text in images manually using simple |

11. Generate customized covers and select appropriate ones for hiding sensitive information.

*This is only a suggested list of experiments/simulations. The instructor is encouraged to familiarize
students with additional relevant exercises.

\
\ﬁ(\i Recommended Books:
Course Qutcomes:

1. Implement fundamental steganography techniques such as Least Significant Bit (LSB) embedding
for hiding and retrieving text or image data manually and through programming tools like
Python/Matlab.
2. Perform basic steganalysis 10 detect hidden data in media files using statistical methods, visual
inspection, and primary set-based detection techniques.
3. Develop and evaluate steganographic models by applying spatial and transform domain techniques
(DCT/DWT) and assess security, capacity, and imperceptibility parameters.
4. Analyze the robustness and security of steganographic methods by conducting distortion attacks
(e.g., noise, compression), using texture-based detection, and experimenting with real-world

steganography tools and cover generation techniques
\ Level of CO-PO Mapping
l POs
COs
11|213\4567sl910 THIES
;] ¢ 13 | & |18 ]= =42 l0 |81 |4
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i Course Title:
| Code: MCSELSD224
| fﬂﬁiﬁber of Lecture Hours: 50

Information Theory & Codin

Lab
Examination Scheme

_ External [ 3 |
TR

0 | Total Credits m

2 E'E&L |0 | Practical (P 4 | Tutorial (T)
List of Experiments
;_mﬁnn of Entropy and Mutual Information
™ s wntc? a program to calculate entropy, joint entropy
for given probability distributions. |
2. Verification of Shannon’s Source Coding Theorem
o Simulate a source and verify Shannon’s entro
and computing coding lengths.
3. Simulation of Il.lformation Channels and Calculation of Channel Capacity
+ Model a Binary Symmetric Channel (BSC) and a Binary Erasure Channel (BEC); compute and /

conditional entropy, and mutual information

py limits practically by generating random messages

analyze their channel capacities.
4. Implementation of Huffman Coding

. Deve:lop Huffman encoding and decoding algorithms for lossless data compression and validate
efficiency compared to entropy.
5. Implementation of Arithmetic Coding
» Write a program to implement arithmetic encoding and decoding for given symbol probabilities.
6. Design and Simulation of Linear Block Codes
+ Generate and decode (n, k) Linear Block Codes using generator and parity-check matrices.
7. Implementation of Hamming Code for Error Detection and Correction
+ Encode messages using Hamming (7,4) code and simulate error detection and correction at the
receiver.
8. Design and Testing of Cyclic Redundancy Check (CRC)
« Implement CRC generation and detection using given generat
and burst errors.
9. Error Detection using Simple Parity and Checksums
«  Simulate basic error detection using parity bits (even/odd) and checksum methods for message
blocks.
*This is only a suggested list of experiments/simulations. The instr
familiarize students with additional relevant exercises.

or polynomials and simulate single

uctor is encouraged to




//ﬂa“rs To
Fd e : .
itle: Security Assessment & Risk Analysis Lab

| Gode: MCSELSEL

0
ﬁmmr@ Hours: 50 Examination Scheme
ﬂ,l///_r External 36
0 | Practi . Internal
W \ ractical (P) 4 | Tutorial (T) | 0 | Total (l,‘re.;rts L. .
: . _ List of Experiments o |2 f
(7 cptification of Critical Infqrmation Assets and Their Security States J
,  Perform asset classﬁcatnon and map information states (storage, transmissi '
o orrespondmg security I'eqllirements, ) lon, processing) to
. Threat Mode;lnlli and Vulnerability Assessment |
Use tools like Microsoft Threat Modelin |
‘ g Tool or OWASP Th denti |
and categorize system vulnerabilities and threats. e g e |

. Operational Security (OPSEC) Survey and Planning
. ngduc.t a samp!e OPSEC survey for a mock organization and develop an OPSEC plan outlining
critical information and protective measures.
4, Risk Identification and Risk Register Preparation
. Identify organizational risks and prepare a detailed risk register with threat types, vulnerability
mapping, and potential impacts.
S, Cryptography Basics: Implementation of Symmetric and Asymmetric Encryption
o Write simple encryption/decryption programs using AES and RSA to demonstrate con fidentiality
in data transmission and storage.
6. Key Management Simulation o
o Simulate secure key exchange and electronic key management practices, inc
distribution, and revocation.

Juding generation,

_ . o
«This is only @ suggested list of experimems/simulaﬁons. The instructor is encouraged 10 familiariz

students with additional relevant exercises.




- je: MCSELSF224

; .mb':"' of Lecture Hours; 5
Al

._
m-n Total Credits

o arenes iliti
i develop aw s of common ‘soﬁ‘ware vulnerabilities gng hands-on method, i mitigati

I 7o apply secure coding practices jn real-world programmi +Jor thermigation
,-  Jouse automated tools for detect

; . ng scenarios,
ls fi ing and fixing vulnerapilifies
4. To build secure applications thro

ugh effective input validation, access control. and error handling. /

- J
List of Experiments
Buffer overflow attack demonstration ang m

itigation (C/C++) Jl
Integer overflow and format string vulnerabilities
SQL Injection: Identification and prevention (Web application)
Cross-Site Scripting (XSS) and Cross-Site Request Forgery (CSRF) handling
Authentication flaws and secure session management (Java/Python)
Secure input validation and output encodin g

7. Writing secure login modules using encryption and hash functions

*This is only a suggested list of experiments/simulations. The instructor is encouraged to familiarize
students with additional relevant exercises.

Course Outcomes: '
After successful completion of this lab, students will be able to:

injection).
1. Identify and replicate common vulnerabilities in sample code (e.g., bufﬁ.’er overflows, SQL injection)
2. Apply appropriate secure coding techniques to fix ide{rr:‘ﬁed vulnerabilities.
3. Use code analysis and security testing tools to detect insecure code.

! . tion in web and application
4. Implement secure authentication, session management, and input validation in w P,

software.

r Level of CO-PO Mapping
‘ POs
COs T2 3 [4[5s]6[7]8]
T T3 [ 3 2| 3 |2 |t [0][!
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3 3 2 3 3 3 ! 0 | ! \
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/ Course Title;
ode: MCSELSG224

Network Security Lab
]4,}];|ber of Lecture Hours: 3

I

Examination Scheme

Practical (P : Internal
gnrs/e(tﬁ;iLecﬁVes 4 [ Tutoriairy [ 0 Total Credits | 2 |

=
3
e
=

[ introduce the fundamental concepts relevant to '
f : : niernetworking, design i imulati
| md performance evaluation of different protocols under diverse Sg.en L
e | arios.
o - List of Experiments

8. Study the use of network reconnaissanc i
: ; e tools like WHOIS, di

gather information about networks and domain registrars BT, g

9. Configure and demonstrate use of Traffi itori
: 1¢ monitoring to :
tepdump, etc with security perspective. g tools such as Wireshark, ethereal,

10.  Implement the following encrypti : . ;
g yption and decrypt .
programming languages yption techniques using high level

a. Ceaser cipher b.. Substitution cipher  ¢. Hill Cipher d. DES e. AES.
11];- Implementation and study of vulnerabilities in RSA algorithm.

Implement the Difﬁe-Ht?llman Key Exchange mechanism using HTML and JavaScript
111 Calculate the message digest of a text using the SHA-1 and MDS5 algorithms.

. Study of t'qe features of firewall in providing network security and configuration of
Firewall Security in various platforms (windows/linux).

15.  Implement web security with Open SSL tool kit.

16.  Study of different types of vulnerabilities in websites/Web Applications/Email.
17.  Mini Project: Objectives: To implement Networking concepts;
Outcomes of mini project:
i;

The learner will be able to understand, identify, analyze and design the

engineering problems, implement the same using current techniques, skills,

and tools and validate the solution including both hardware and software.

Understand, identify vulnerabilities related to network security and also
present and communicate the countermeasures for the same.

ii.  Able to recognize the need of studied tools to exploit/cover network threats

and attacks with the gained skills and knowledge that is useful for life-long
learning

ii.

*This is only a suggested list of experiments/simulations. The instructor is encouraged to
familiarize students with additional relevant exercises.
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y Course Title: I ;

e + Introduction to Dee :

/ . P Learning Lab
ﬁf'( odes NP LOH124 | gExamin tion S
/,Numbel‘ of Lecture Hours: 50 Ext 'a T" Ch;me
g xterna 6
are (L 0 | Practical (P : Internal _| 14

éﬁ%s/c—(gﬁ%ecﬁves (P) 4 | Tutorial (T) | 0 [ Total Credits [2

o enable sru;iems with bO!’.’! theoretical understanding and practical implementation skills i
| ”’OJG.M neyra nem‘rork architectures, building a single-layer perceptron from scraich for bi o
| classification, an'd implementing a basic Artificial Neural Network (ANN) using TensorFl nm;
Keras for tasks like handwritten digit recognition with the MNIST dataset ¢ e
|

List of Experiments |

1. Design a single unit perceptron for classificati i '

_ . on of a linearl
wlt}Eout using pre-defined models. AL SRR S o

2 Demgr.n and 1mple.ment_ a basic Artificial Neural Network (ANN) using TensorFlow & Keras
for a simple gla§51ﬁcat1on task (e.g., handwritten digit recognition using MNIST dataset).

3. Buildan Ar_tlﬁmal Neural Network by implementing the Backpropagation algorithm and test
the same using appropriate data sets.

4.

Design and implement an Image classification model to classify a dataset of images using

Deep Feed Forward NN. Record the accuracy corresponding to the number of epochs. Use

the MNIST datasets.

5. Design and implement a CNN model to classify multi category image datasets. Record the
accuracy corresponding to the number of epochs. Use the MNIST, CIFAR-10 datasets.

6. Use the concept of Data Augmentation to increase the data size from a single image.

7. Implement the standard VGG-16 & 19 CNN architecture model to classify multi category
image dataset and check the accuracy.

8. Implement RNN for sentiment analysis on movie reviews

9. Implement Bi-directional LSTM for sentiment analysis on movie reviews.

10. Implement Auto encoders for image denoising on MNIST dataset.

murse Outcomes:

1. Understand and implement the fundamentals of neural networks and perceptron-based

models for solving linearly separable classification problems.

M 2. Design, develop, and evaluate deep neural network architectures including feedforward

networks and convolutional neural networks for image classification tasks.
3. Apply advanced deep learning models such as RNN and Bi-LSTM for natural language
processing tasks like sentiment analysis.
4. Demonstrate the application of autoencoders for unsupervised learning tasks such as image
denoising and feature extraction.
Level of CO-PO Mapping

POs

12
2
2
3
2
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