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E-mail Security

Sending an e-mail is a one-time activity, The nature of this activity is different from
those we will see in the next two chapters. In IPSec or SSL, we assume that the two
parties create a session between themselves and exchange data in both directions. In
e-mail, there is no session. Alice and Bob cannot create a session. Alice sends a mes-
sage to Bob; sometime later, Bob reads the message and may or may not send a reply.
We discuss the security of a unidirectional message because what Alice sends to Bob is
totally independent from what Bob sends to Alice.

Cryptographic Algorithms

If e-mail is a one-time activity, how can the sender and receiver agree on a crypto-
graphic algorithm to use for e-mail security? If there is no session and no handshaking
1o negotiate the algorithms for encryption/decryption and hashing, how can the receiver .
know which algorithm the sender has chosen for each purpose?

One solution is for the underlying protocol to select one algorithm for each crypto-
graphic operation and to force Alice to use only those algorithms. This solution is very
restrictive and limits the capabilities of the two parties.

A better solution is for the underlying protocol to define a set of algorithms for
cach operation that the user used in his/her system. Alice includes the name (or identifi-
ers) of the algorithms she has used in the e-mail. For example, Alice can choose triple
DES for encryption/decryption and MDS35 for hashing. When Alice sends a message (o
Bob, she includes the corresponding identifiers for triple DES and MDS in her mes-
sage. Bob receives the message and extracts the identifiers first. He then knows which
algorithm to use for decryption and which one for hashing.

In e-mail security, the sender of the message needs to include the name or identifiers
of the algorithms used in the message.

Cryptographic Secrets

The same problem for the cryptographic algorithms applies to the cryptographic secrets
(keys). If there is no negotiation, how can the two parties establish secrets between
themselves? Alice and Bob could use asymmetric-key algorithms for authentication
and cneryption, which do not require the establishment of a symmetric key. However,
as we have discussed, the use of asymmetric-key algorithms is very inefficient for the
encryption/decryption of a long message.

Most e-mail security protocols today require that encryption/decryption be done
using a symmetric-key algorithm and a one-time secret key sent with the message.
Alice can create a sccret key and send it with the message she sends to Bob. To protect



the secret key from interception by Eve, the secret key is encrypted with Bob’s public
key. In other words, the secret key itself is encrypted.

In e-mail security, the encryption/decryption is done using a symmetric-key algorithm,
but the secret key to decrypt the message is encrypted with the public key of the
receiver and is sent with the message,

Certificates

One more issue needs to be considered before we discuss any e-mail security protocol
in particular. It is obvious that some public-key algorithms must be used for e-mail
security. For example, we need to encrypt the secret key or sign the message. To
encrypt the secret key, Alice needs Bob's public key; to verify a signed message, Bob
needs Alice’s public key. So, for sending a small authenticated and confidential mes-
sage, two public keys are needed. How can Alice be assured of Bob's public key, and

how can Bob be assured of Alice’s public key? Each e-mail security protocol has a dif-
ferent method of certifying keys.

16.2 PGP

The first protocol discussed in this chapter is called Pretty Good Privacy (PGP). PGP
was invented by Phil Zimmermann to provide e-mail with privacy, integrity, and
authentication. PGP can be used to create a secure e-mail message or to store a file
securely for future retrieval.

Scenarios

Let us first discuss the general idea of PGP, moving from a simple scenario to a com-
plex one. We use the term “Data™ to show the message or file prior to processing.

Plaintext

The simplest scenario is to send the e-mail message (or store the file) in plaintext as
shown in Figure 16.2, There is no message integrity or confidentiality in this scenario.
Alice, the sender, composes a message and sends it to Bob, the receiver, The message is
stored in Bob's mailbox until it is retrieved by him.

Figure 162 A plaintext message
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Message Integrity

Probably the next improvement is to let Alice sign the message. Alice creates a digest
of the message and signs it with her private key. When Bob receives the message, he
verifies the message by using Alice's public key. Two keys are needed for this scenario.

Alice needs 1o know her private key; Bob needs to know Alice's public key. Figure 16.3
shows the situation.

Figure 16.3 An authenticated message
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Compression

A further improvement is to compress the message and digest to make the packet more

compact. This improvement has no security benefit, but it eases the traffic. Figure 16,4
shows the new scenario.

Figure 16.4 A compressed message
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Confidentiality with One-Time Session Key

As we discussed before, confidentiality in an e-mail system can be achieved using
conventional encryption with a one-time session key. Alice can create a session key, use
the session key to encrypt the message and the digest, and send the key itself with the
message. However, to protect the session key, Alice encrypts it with Bob's public key.
Figure 16.5 shows the situation.

When Bob receives the packet, he first decrypts the key, using his private key to
remove the key. He then uses the session key to decrypt the rest of the message, After
decompressing the rest of the message, Bob creates a digest of the message and

checks to see if it is equal to the digest sent by Alice. If it is, then the message is
authentic.



Figure 16.5 A confidential message
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Code Conversion

Another service provided by PGP is code conversion. Most e-mail systems allow the
message to consist of only ASCII characters. To translate other characters not in the
ASCII set, PGP uses Radix-64 conversion. Each character to be sent (after encryption)
15 converted to Radix-64 code, which is discussed later in the chapter.

Segmentation

PGP allows segmentation of the message after it has been converted to Radix-64 to make
each transmitted unit the uniform size as allowed by the underlying e-mail protocol.

Key Rings

In all previous scenarios, we assumed that Alice needs to send a message only to Bob.
That is not always the case. Alice may need to send messages to many people; she
needs key rings. In this case, Alice needs a ring of public keys, with a key belonging to
cach person with whom Alice needs to correspond (send or receive messages). In addi-
tion, the PGP designers specified a ring of private/public keys. One reason is that Alice
may wish to change her pair of keys from time to time. Another reason is that Alice
may need to correspond with different groups of people (friends, colleagues, and so
on). Alice may wish to use a different key pair for each group. Therefore, each user
needs to have two sets of rings: a ring of private/public keys and a ring of public keys of
other people. Figure 16.6 shows a community of four people, each having a ring of
pairs of private/public keys and, at the same time, a ring of public keys belonging to
other people in the community.

Alice, for example, has several pairs of private/public keys belonging to her and
public keys belonging to other people. Note that everyone can have more than one pub-
lic key. Two cases may anse.

1. Alice needs to send a message to another person in the community.

a. She uses her private key to sign the digest.
b. She uses the receiver's public key to encrypt a newly created session key.
c. She encrypts the message and signed digest with the session key created.



Figure 16.6 Key rings in PGP

2. Alice receives a message from another person in the community.

a. She uses her private key to decrypt the session key.
b. She uses the session key to decrypt the message and digest.
c. She uses her public key to verify the digest.

PGP Algorithms
The following algorithms are used in PGP.

Public-Key Algorithms The public-key algorithms that are used for signing the digests
or encrypling the messages are listed in Table 16.1.

‘Table 16.1  Public-key algorithms

GEL R S

1 RSA (encryption or signing)
2 RSA (for encryption only)
3 RSA (for signing only)

16 ElGamal (encryption only)

17 DSS

18 Reserved for elliptic curve

19 Reserved for ECDSA

20 ElGamal (for encryption or signing)

21 Reserved for Diffie-Hellman

100-110 Private algorithms

Symmetric-Key Algorithms The symmetric-key algorithms that are used for con-
ventional encrypting are shown in Table 16.2.



Table 16.2 Synvuem’c-bcy algonthms
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Triple DES

CAST-128

Blowfish
SAFER-SKi28
Reserved for DES/SK
Reserved for AES-128
Reserved for AES-192
Reserved for AES-256
100-110 Private algorithms
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Hash Algorithms The hash algorithms that are used for creating hashes in PGP are
shown in Table 16.3.

'lhble 16.3 Hash Alporithms
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RIPE-MD/160

Reserved for double-width SHA
MD2

TIGER/192

Reserved for HAVAL

100-110 Private algorithms
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Compression Algorithms The compression algorithms that are used for compress-
ing text are shown in Table 16.4.

Table 16.4 Canpre.mon mellwds




32.2 SSL/TLS

A transport layer security provides end-to-end security services for applications that use
a reliable transport layer protocol such as TCP. The idea is to provide security services
for transactions on the Internet. For example, when a customer shops online, the follow-
ing security services are desired:

1. The customer needs to be sure that the server belongs to the actual vendor, not an
imposter. The customer does not want to give an imposter her credit card number
(entity authentication). Likewise, the vendor needs to authenticate the customer.

2. The customer and the vendor need to be sure that the contents of the message are
not modified during transition (message integrity).

3. The customer and the vendor need to be sure that an imposter does not intercept
sensitive information such as a credit card number (confidentiality).

Two protocols are dominant today for providing security at the transport layer: the Secure
Sockets Layer (SSL) Protocol and the Transport Layer Security (TLS) Protocol. The
latter is actually an IETF version of the former. First we discuss SSL, then we briefly
mention the main differences between SSL and TLS. Figure 32.14 shows the position
of SSL and TLS in the Internet model.

SSL Services

Secure Socket Layer (SSL) is designed to provide security and compression services
to data generated from the application layer. Typically, SSL can receive data from any
application layer protocol, but usually the protocol is HTTP. The data received from the



Figure 32.14 Location of S5L and TLS in the Internet model
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application are compressed (optional), signed, and encrypted. The data are then passed
to a reliable transport layer protocol such as TCP Netscape developed S55L i 1994
Versions 2 and 3 were released in 1995 In this chapter, we discuss S5L+v3. 551 provides
several services on data received from the application layer.

Fragmentation

First. SSL divides the data into blocks of21* bytes or less.

Compression

Each fragment of data 1s compressed by using one of the lossless compression methods
negotiated between the client and server. This service is optional.

Message Integrity
To preserve the integrity of data, 551 uses a keved-hash function to create a MAC.

Confidentiality

To provide confidentiality, the original data and the MAC are encrypted using symmetric-
key cryptography.

Framing

A header 1s added to the encrypted payload. The payload i1s then passed to a reliable
transport layer protocol

Security Parameters

When we discussed IPSec in the previous section, we mentioned that each of the two
parties mvolved in data exchange needs to have a set of parameters for each association
{SA). 55L has a similar goal. but a different approach. There are no SAs, but there are
cipher suites and cryptographic secrets that together make the security parameters.

Cipher Suite

The combination ofkey exchange, hash, and encryption algorithms defines a cipher suite
for each SSL session. Each suite starts with the term SSZ, followed by the key-exchange



algorithm The word WITH separates the key exchange algorithm from the encryption
and hash algorithms For example,

SSL_DHE_RSA_WITH _DES_CBC_SHA

defines DHE RSA (ephemeral Diffie-Hellman with RSA digital signature) as the key
exchange with DES CBC as the encryption algorithm and SHA as the hash algorithm.
Note that DH 1s fixed Daffie-Hellman, DHE 15 ephemeral Diffie-Hellman, and DH-anon 15
anonymous Diffie-Hellman. Table 32.3 shows the suites used m the United States. We
have not included those that are used for export. Note that not all combinations of key-
exchange algorithms (to establish keys for message authentication and encryption),
encryption algorithms, and authentication algorithms are included in the cipher suite list.
We have not defined or discussed several algorithms vou can find in the table, but we wish
to describe the whole picture so that the reader can have an idea ofhow general the suite 1s.

Table 32.3  SSL cipher suite list

Key Exchange Encryption Hazh
Cipher Suite Algorithm Algorithm Algorithm
SSL_NULL_WITH_NULL_NULL NULL NULL NULL
SSL_RSA_WITH NULL_MD35 RSA NULL MDS
S5L_RSA_WITH NULL_SHA RSA NULL SHA
SSL_RSA_WITH _RC4_128 MD3 ESA RCU2E MD5
S5L_RS5A_WITH_RC4_128_SHA ESA RC4. 128 SHA
SSL_RSA_WITH_IDEA CBC_SHA RSA IDEA_CSC SHA
S5L_RSA_WITH_DES_CBC_SHA ESA DES_e5C SHA
SSL_RSA_WITH 3DES_EDE_CBC_SHA ESA JDES_EDE CBC SHA
SSL_DH3N0N WITH RC4 125 _MD3 DH_anon RC4_II4 MD3
55L_DH_anon_ WITH_DES_CRC_SHA DH_anon DE5_CBC SHA
SS5L_DH_anon WITH 3DES_EDE CBC_SHA DH_anon iDES_EDE _CBC SHA
SSL_DHE RS54 _WITH DES_CBC_SHA DHE_RSA DES_CBC SHA
SS5L_DHE_RSA WITH_3IDES_EDE_CBC_SHA DHE_RS5A IDES EDE CRC SHA
S5L_DHE_D55_WITH_DES_CBCSHA DHE_ D35 DES_CBC SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA DHE_D33 3DBS_EDE_CSC SHA
SSL_DH_RSA_WITH_DES_CRC_SHA DH_RSA DES_CBC SHA
SSL_DH_RSA_WITH_3DES_EDE_CBC_SHA DH_RSA J0BS_EDE_CSC SHA
SSL_DH_DSS_WITH_DES_CBC_5HA DH_D355 DES_CEC SHA
SSL_DH_DS5_WITH_3DES_EDE_CBC_SHA DH_DS55 ADES_EDE_CBC SHA
SSL_FORTEZZA DMS_WITH_NULL_SHA FORTEZZA DMS | WULL SHA
SSL_FORTEZZA DMS_WITH_FORTEZZA CRC_SHA | FORTEZZA DMS | FORTEZZA_CBC SHA
SSL]IORTEZZA_DMS_WITH_RC4_125_SHA FORTEZZA DMS | ROC4_I2B SHA

Crvptographic Secrets

The second part of security parameters 1s often referred to as cryptographic secrets. To
achieve message integrity and confidentiality. 55L needs six cryptographic secrets, four
keys, and two IVs.



The client and the server have six different cryptography secrets.

The process of creating these secrets 15 shown i Figure 32.15. The client needs
one key for message authentication, one key for encryption. and one IV for block
encryption. The server needs the same. S5L requires that the keys for one direction be
different from those for the other direction. IT there is an attack in one direction. the
other direction i1s not affected. These parameters are generated by using a negotiation
protocol, as we will see shortly.

Figure 32.15 Crearion efcryptographic secrets in SSL
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1. The client and server exchange two random numbers; one 15 created by the client
and the other by the server.

II\J

The client and server exchange one premaster secret by using one of the key-
exchange algorithms we discussed previously.
3. A 48-byte master secret is created from the premaster secret by applying two hash

functions (SHA-1 and MD?3).

4. The master secret 1s used to create variable-length secrets by applying the same set
of hash functions and prepending with different constants.

Sessions and Connections

The nature of [P and TCP protocols 1s different. IP 15 a connectionless protocol: TCP 1s
a connection-oriented protocol. An assoctation in IPSec transforms the connectionless
IP to a connection-oriented secured protocol. TCP 1s already connection-oriented.



However, the designers of S5L decided that they needed two-levels of connectivity:
session and connection. A session between two systems 1s an association that can last for
a long time; a connection can be established and broken several times during a session.

Some of the security parameters are created during the session establishment and
are in effect until the session 1s terminated (for example, cipher suite and master key).
Some of the security parameters must be recreated (or occasionally resumed) for each
connection (for example, six secrets).

Four Protocols

We have discussed the 1idea of SS5L without showing how SSL accomplishes its tasks.
55L defines four protocols in two layers, as shown in Figure 32.16. The Record Protocol
15 the carrier. It carries messages from three other protocols as well as the data coming
from the application layer. Messages from the Record Protocol are payloads to the
transport laver, normally TCP. The Handshake Protocel provides security parameters
for the Record Protocol. It establishes a cipher set and provides keys and security
parameters. It also authenticates the server to the client and the client to the server, if
needed. The ChangeCipherSpec Protocol 15 used for signaling the readiness of eryp-
tographic secrets. The Alert Protocol 1s used to report abnormal conditions. We will
briefly discuss these protocols in this section.

Figure 32.16 Four S5L protocols
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Handshake Protocol

The Handshake Protocol uses messages to negotiate the cipher suite, to authenticate the
server to the client and the client to the server (ifneeded). and to exchange information
for building the cryptographic secrets. The handshaking 15 done in four phases, as shown
in Figure 32.17.

ChangeCipherSpec Protocol

We have seen that the negotiation of the cipher suite and the generation of crypto-
graphic secrets are formed gradually during the Handshake Protocol. The question now
15, When can the two parties use these parameter secrets? S5L mandates that the parties



Figure 32.17 Handshake Protocol
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not use these parameters or secrets until they have sent or received a special message,
the ChangeCipherSpec message. which is exchanged during the Handshake Protocol and
defined in the ChangeCipherSpec Protocol. Before the exchange of any ChangeCipherSpec
messages. only the pending columns have values.

Alert Protocol

S5L uses the Alert Protocol for reporting errors and abnormal conditions. |t has only one
message type. the alert message, that describes the problem and its level (waming or fatal).

Record Protocol

The Record Protocol carries messages from the upper layer (Handshake Protocol,
ChangeCipherSpec Protocol, Alert Protocol, or application layer). The message 15 frag-
mented and optionally compressed; a MAC is added to the compressed message by
using the negotiated hash algorithm. The compressed fragment and the MAC are
encrypted by using the negotiated encryption algorithm. Finally, the SSL header 1s
added to the encrypted message. Figure 32.18 shows this process at the sender. The
process at the receiver is reversed.

Transport Layer Security

Transport Layer Security (TLS) 1s the IETF standard version of SSL. The two are
very similar, with slight differences. We highlight the differences below:

O Version. The SSL+3.0 discussed in this section is compatible with TLSv1.0.

O Cipher Suite. TLS cipher suite does not support Fortezza.

O Cryptography Secret. There are several differences in the generation of crypto-
graphic secrets. TLS uses a pseudorandom function (PRF) to create the master
kev and the key materials.



Figure 32.18 Processing done by the Record Protocol
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Alert Protocol. TLS deletes some alert messages and adds some new ones.
Handshake Protocol. The details of some messages have been changed m TLS.

Record Protocol. Instead of using MAC, TLS uses the HMAC as defined in
Chapter 31.

Qoo

32.4 FIREWALLS

All previous security measures cannot prevent Eve from sending a harmful message to a
system. To control access to a system. we need firewalls. A firewall 1s a device (usually a
router or a computer) installed between the internal network of an organization and the

rest of the Internet. |t 1s designed to forward some packets and filter (not forward) others.
Figure 32.22 shows a firewall



Figure 32.22  Firewall
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For example, a firewall may filter all incoming packets destined for a specific host
or a specific server such as HTTP. A firewall can be used to deny access to a specific
host or a specific service in the organization.

A firewall 15 usually classified as a packet-filter firewall or a proxy-based firewall.

Packet-Filter Firewall

A firewall can be used as a packet filter. It can forward or block packets based on the
information in the network layer and transport layer headers: source and destination
IP addresses. source and destination port addresses. and type of protocol (TCP or UDP).
A packet-filter firewall 1s a router that uses a filtering table to decide which packets
must be discarded (not forwarded) Figure 32 23 shows an example of a filtering table
for this kind of a firewall.

Figure 32,23 Packet-filterfirewall

Packet-filter

To and from

global Internet
Tt tey Tl —
Tntert Source Source Destination IDESﬁnafIDII
eriace P porl P port
131.34.0.0 ® * x
* * * 73
* * 19478208 ®
2 * 80 * *

According to Figure 32.23, the following packets are filtered:
). Incoming packets from network 131.34.0.0 are blocked (security precaution). Note

that the * (asterisk) means "any."
2. Incoming packets destined for any internal TELNET server (port 23) are blocked.
3. Incoming packets destined for internal host 194 .78 20 8 are blocked. The organiza-
tion wants this host for internal use only.

4. Outgoing packets destined for an HT{P server (port 80) are blocked. The orgam-

zation does not want employees to browse the Internet.



A packet-filter firewall filters at the network or transport layer.

Proxy Firewall

The packet-filter firewall is based on the information available in the network layer and
transport layer headers (IP and TCPIUDP). However, sometimes we need to filter a
message based on the information available in the message itself (at the application
laver). As an example, assume that an orgamzation wants to implement the following
policies regarding 1ts Web pages: Only those Internet users who have previously estab-
lished business relations with the company can have access; access to other users must
be blocked. In this case, a packet-filter firewall 15 not feasible because it cannot distin-
guish between different packets arriving at TCP port 80 (HTTP). Testing must be done
at the application level (using URLs).

One solution 1s to mstall a proxy computer (sometimes called an application gate-
way). which stands between the customer (user client) computer and the corporation
computer shown in Figure 32 24

Figure 32.24 Proxy firewall
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When the user client process sends a message. the proxy firewall runs a server
process to receive the request. The server opens the packet at the application level and
finds out if the request is legitimate. ITit is, the server acts as a client process and sends
the message to the real server in the corporation. |Tit is not, the message is dropped and
an error message 15 sent to the external user. In this way. the requests of the external
users are filtered based on the contents at the application layer. Figure 32.24 shows a
proxy firewall implementation.

A proxy firewall filters at the application layer.




32.1 IPSecurity (IPSec)

IPSecurnity (IPSec) 15 a collection of protocols designed by the Internet Engineering
Task Force (IETF) to provide secunty for a packet at the network level. IPSec helps to
create authenticated and confidential packets for the IP layer as shown in Figure 32 2.

Figure 32.2 TCPIIP protocol suite and IPSec
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Two Modes

[PSec operates in one of two different modes: the transport mode or the tunnel mode as
shown 1n Figure 323,



Figure 32.3 Transport mode and tunnel modes ofIPSec protocol
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Transport Mode

In the transport mode, [PSec protects what 15 delivered from the transport layer to the
network layer. In other words, the transport mode protects the network layer payload,
the pavload to be encapsulated in the network layer.

MNote that the transport mode does not protect the IP header. In other words. the
transport mode does not protect the whole IP packet: it protects only the packet from
the transport layer (the IP layer payload). In this mode, the [PSec header and trailer are
added to the information corning from the transport layer. The TP header 1s added later.

IPSecin the transport mode does not protect the IP header:
it only protects the information coming from the transport layer.

The transport mode 1s normally used when we need host-to-host (end-to-end) pro-
tection of data. The sending host uses [PSec to authenticate and/or encrypt the payload
delivered from the transport layer. The recerving host uses IP5ec to check the authenti-
cation andlor decrypt the IP packet and deliver it to the transport layer. Figure 32 4
shows this concept.

Figure 324 Transport mode in action
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Tunnel Mode

In the tunnel mode, IPSec protects the entire IP packet. It takes an IP packet. including
the header, applies IPSec security methods to the entire packet, and then adds a new IP
header as shown in Figure 32.5.

The new IP header, as we will see shortly, has different information than the original
[F header. The tunnel mode 1s normally used between two routers, between a host and a
router, or between a router and a host as shown in Figure 325

Figure 325 Tunnel mode in acrion
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In other words, we use the tunnel mode when either the sender or the receiver is not
a host. The entire original packet is protected from intrusion between the sender and the
recetver. It's as 1f the whole packet goes through an imaginary tunnel.

IPSec in tunnel mode protects the original IP header.

Two Security Protocols

IPSec defines two protocols-the Authentication Header (AH) Protocol and the Encap-
sulating Security Payload (ESP) Protocol-to provide authentication and/or encryption
for packets at the IP level.

Authentication Header (AH)

The Authentication Header (AH) Protocol 1s designed to authenticate the source host
and to ensure the integrity of the payload carried in the IP packet. The protocol uses a
hash function and a symmetric key to create a message digest; the digest is inserted in
the authentication header. The AH 1is then placed in the appropriate location based on the
mode (transport or tunnel). Figure 32.6 shows the fields and the position ofthe authen-
tication header in the transport mode.

When an |P datagram carries an authentication header, the original value in the pro-
tocol field ofthe IP header 1s replaced by the value 51. A field inside the authentication
header (the next header field) holds the original value of the protocol field (the type of
pavload being carried by the IP datagram). The addition of an authentication header
follows these steps:

1. An authentication header 1s added to the payload with the authentication data field
set to zero.



Figure 32.6 Authentication Header (AH) Protocol in transport mode
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Padding may be added to make the total length even for a particular hashing
algorithm.

. Hashing is based on the total packet. However, only those fields ofthe IP header that

do not change during transmission are included in the calculation of the message
digest (authentication data).

The authentication data are inserted 1n the authentication header.

The IP header is added after the value of the protocol field is changed to 51.

A brief description of each field follows:

0

Next header. The 8-bit next-header field defines the type of payload carnied by the
IP datagram (such as TCP, UDP, ICMP, or OS5PF). It has the same function as the
protocol field i the IP header before encapsulation. In other words, the process
copies the value of the protocol field in the IP datagram to this field. The value of
the protocol field in the new IP datagram i1s now set to 51 to show that the packet
carries an authentication header.

Payload length. The name of this 8-bit field is misleading. It does not define the
length of the payload: 1t defines the length of the authentication header in 4-byte
multiples, but it does not include the first 8 bytes.

Security parameter index. The 32-bit security parameter index (SPI) field plays
the role of a virtual-circuit identifier and is the same for all packets sent during a
connection called a security association (discussed later).

Sequence number. A 32-bit sequence number provides ordering mnformation for
a sequence of datagrams. The sequence numbers prevent a plavback. MNote that the
sequence number 1s not repeated even 1f a packet 1s retransmitted. A sequence num-
ber does not wrap around after it reaches 22, a new connection must be established.
Authentication data. Finally, the authentication data field 1s the result of applying

a hash function to the entire IP datagram except for the fields that are changed during
transit (e.g., time-to-live),



The AH Protocol provides source authentication and data integrity, but not privacy.

Encapsulating Security Payload (ESP)

The AH Protocol does not provide privacy, only source authentication and data integrity.
IPSec later defined an alternative protocol that provides source authentication, mtegrity,
and privacy called Encapsulating Security Payload (ESP). ESP adds a header and
trailer. Note that ESP's authentication data are added at the end of the packet which
makes its calculation easier. Figure 32.7 shows the location of the ESP header and
trailer.

Figure 32.7 Encapsulation Security Payload (ESP) Protocol in transport mode
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When an IP datagram carries an ESP header and trailer, the value of the protocol
field 1n the IP headeris 50. A field inside the ESP trailer (the next-header field) holds the
original value of the protocol field (the type of payload being carried by the IP datagram,
such as TCP or UDP). The ESP procedure follows these steps:

An ESP trailer 1s added to the payload.

The payload and the trailer are encrypted.

The ESP header is added.

The ESP header, payload, and ESP trailer are used to create the authentication data.
The authentication data are added to the end ofthe ESP trailer.

The IP header 15 added after the protocol value 1s changed to 50.

e o

The fields for the header and trailer are as follows:

Security parameter index. The 32-bit security parameter index field is similar to
that defined for the AH Protocol.

Sequence number. The 32-bit sequence number field 1s similar to that defined for
the AH Protocol.

Padding. This variable-length field (0 to 255 bytes) of Os serves as padding.
Pad length. The 8-bit pad length field defines the number of padding bytes. The

value 15 between 0 and 255; the maximum value 15 rare.

Next header. The 8-bitnext-header field 1s similar to that defined in the AH Protocol.
It serves the same purpose as the protocol field in the IP header before encapsulation.
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O Authentication data. Finally, the authentication data field is the result of applying
an authentication scheme to parts of the datagram. Note the difference between the
authentication data in AH and ESP. In AH, part of the IP header is included in the
calculation of the authentication data; in ESP, it 1s not.

ESP provides source authentication, data mtegnty, and privacy.

IPv4 and IPv6

IPSec supports both IPv4 and IPv6. In IPv6. however, AH and ESP are part of the
extension header.

AH Versus ESP

The ESP Protocol was designed after the AH Protocol was already in use. ESP does
whatever AH does with additional functionality (privacy). The question 15, Why do we
need AH? The answer 1s, We don't. However, the implementation of AH 1s already

included in some commercial products, which means that AH will remain part of the
Internet until the products are phased out.

Services Provided by IPSec

The two protocols, AH and ESP, can provide several security services for packets at the
network layer. Table 32.1 shows the list of services available for each protocol.

Table 32.1 IPSec services

Services AH ESP
Access control Yes Yes
Message authentication (message integrity) Yes Yes
Entity anthentication (data source authentication) Yes Yes
Confidentiality No Yes
Replay attack protection Yes Yes

Access Control IPSec provides access control indirectly by using a Security Associ-
ation Database (SADB) as we will see in the next section. When a packet arrives at a
destination, and there is no security association already established for this packet, the
packet 1s discarded.

Message Authentication The integrity of the message 15 preserved m both AH and
ESP by using authentication data. A digest of data 1s created and sent by the sender to
be checked by the recetver.

Entity Authentication The security association and the keyed-hashed digest of the
data sent by the sender authenticate the sender ofthe data in both AH and ESP.

Confidentiality The encryption of the message in ESP provides confidentality. AH.
however. does not provide confidentiality. If confidentiality 1s needed. one should use
ESP instead of AH.



Eeplay Attack Protection Inboth protocols, the replay attack is prevented by using
sequence numbers and a sliding recerver window. Each IPSec header contains a unique
sequence number when the security association 1s established. The number starts from
Oand increases until the value reaches 277 - 1 (the size ofthe sequence number field 15
32 bats). When the sequence number reaches the maximum, 1tis reset to zero and, at the
same time, the old security association (see the next section) 1s deleted and a new one is
established. To prevent processing of duplicate packets, [IPSec mandates the use ofa
fixed-size window at the recerver. The size of the window 1s determined by the recerver
with a default value of 64.

Security Association

As we mentioned in the introduction to the chapter. each of three protocols we discuss
in this chapter (IPSec, SSLIfLS, and PGP) needs a set of security parameters before it
can be operative. In IPSec, the establishment of the security parameters is done via a
mechanism called security association (SA).

IP, as we have seen. 15 a connectionless protocol: Each datagram is independent of
the others. For this type of communication, the security parameters can be established
in one of three ways.

1. Securnty parameters related to each datagram can be included in each datagram.
The designer of IPSec did not choose this option probably because of overhead.
Adding secunty parameters to each datagram creates a large overhead, particularly
if the datagram 1s fragmented several times during its journey.

2. A set of security parameters can be established for each datagram. This means that
before each datagram is transmitted, a set of packets needs to be exchanged between
the sender and recerver to establish secunity parameters. This 1s probably less effi-
cient than the first choice, and it 1s not used m IPSec.

3. IPSec uses the third choice. A set of secunty parameters can be established between
a sender and a particular recerver the first time the sender has a datagram to send to
that particular receiver. The set can be saved for future transmission of IP packets to
the same receiver.

Secunty association 1s a very important aspect of IPSec. Using securnty association,
IPSec changes a connectionless protocol, IP, to a connection-oriented protocol. We
can think of an association as a connection. We can say that when Alice and Bob
agree upon a set of security parameters between them, they have established a logical
connection between themselves (which 1s called association). However, they may not
use this connection all the time. Afrer establishing the connection, Alice can send a
datagram to Bob today, another datagram a few days later. and so on. The logical
connection i1s there and ready for sending a secure datagram. Of course, they can
break the connection, or they can establish a new one after a while (which 15 a more
secure way of communication).






