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Stream Ciphers

If we look at the types of cryptographic algorithms that exist in a little bit more
detail, we see that the symmetric ciphers can be divided into stream ciphers and
block ciphers, as shown in Fig. 2.1.
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Fig. 2.1 Main areas within cryptography



the data encryption standard (DES) or triple DES (3DES) algorithm. All of these

ciphers are introduced in later chapters.

This chapter gives an introduction to stream ciphers. Before we go into more

detail, it will be helpful to learn some useful facts about stream ciphers vs. block
ciphers:

1.

In practice, in particular for encrypting computer communication on the Internet,
block ciphers are used more often than stream ciphers.

. Because stream ciphers tend to be small and fast, they are particularly relevant

for applications with little computational resources, e.g., for cell phones or other
small embedded devices. A prominent example for a stream cipher is the A5/1
cipher, which is part of the GSM mobile phone standard and is used for voice
encryption. However, stream ciphers are sometimes also used for encrypting In-
ternet traffic, especially the stream cipher RC4.

. Traditionally, it was assumed that stream ciphers tended to encrypt more effi-

ciently than block ciphers. Efficient for software-optimized stream ciphers means
that they need fewer processor instructions (or processor cycles) to encrypt one
bit of plaintext. For hardware-optimized stream ciphers, efficient means they need
fewer gates (or smaller chip area) than a block cipher for encrypting at the same
data rate. However, modern block ciphers such as AES are also very efficient in
software. Moreover, for hardware, there are also highly efficient block ciphers,
such as PRESENT, which are as efficient as very compact stream ciphers.

2.1.2 Encryption and Decryption with Stream Ciphers

As mentioned above, stream ciphers encrypt plaintext bits individually. The question
now is: How does encryption of an individual bit work? The answer is surprisingly
simple: Each bit x; is encrypted by adding a secret key stream bit 5; modulo 2.

Definition 2.1.1 Stream Cipher Encryption and Decryption

The plaintext, the ciphertext and the key stream consist of individ-
ual bits,

ie., xi,vi,si € {0,1}

Encryption: y; = e;,(x;) = xi 4+ 5; mod 2.

Decryption: x; = d, (y;) = v; +s; mod 2.

Since encryption and decryption functions are both simple additions modulo 2,

we can depict the basic operation of a stream cipher as shown in Fig. 2.4. Note that
we use a circle with an addition sign as the symbol for modulo 2 addition.

Just looking at the formulae, there are three points about the stream cipher en-

cryption and decryption function which we should clarify:

1.

Encryption and decryption are the same functions!
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Fig. 2.4 Encryption and decryption with stream ciphers

2. Why can we use a simple modulo 2 addition as encryption?
3. What is the nature of the key stream bits 5;7

The following discussion of these three items will give us already an understanding
of some important stream cipher properties.

Why Are Encryption and Decryption the Same Function?

The reason for the similarity of the encryption and decryption function can easily
be shown. We must prove that the decryption function actually produces the plain-
text bit x; again. We know that ciphertext bit ¥; was computed using the encryption
function y; = x; 4 5; mod 2. We insert this encryption expression in the decryption
function:

ds;(¥i) = vi+ 5 mod 2

(i 4+ 5i) + 5 mod 2
x4 5+ 5 mod 2
xi+2s5; mod 2
xi+0mod 2
=xymod 2 Q.E.D.

The trick here is that the expression (25; mod 2) has always the value zero since
2=0mod 2. Another way of understanding this is as follows: If 5; has either the
value (0, in which case 25, =2-0=0mod 2. If 5, =1, we have 25, =2-1=2=
O mod 2.

2.2 Random Numbers and an Unbreakable Stream Cipher

2.2.1 Random Number Generators

As we saw in the previous section, the actual encryption and decryption of stream
ciphers is extremely simple. The security of stream ciphers hinges entirely on a
“suitable” key stream sg. 5. 53..... Since randomness plays a major role, we will first
learn about the three types of random number generators (RNG) that are important

for us.



True Random Number Generators (TRNG)

True random number generators (TRNGs) are characterized by the fact that their
output cannot be reproduced. For instance, if we flip a coin 100 times and record the
resulting sequence of 100 bits, it will be virtually impossible for anyone on Earth
to generate the same 100 bit sequence. The chance of success is 1/2'™, which is
an extremely small probability. TRNGs are based on physical processes. Examples
include coin flipping, rolling of dice, semiconductor noise, clock jitter in digital
circuits and radioactive decay. In cryptography, TRNGs are often needed for gener-
ating session keys, which are then distributed between Alice and Bob, and for other

purposes.

(General) Pseudorandom Number Generators (PRNG)

Pseudorandom number generators (PRNGs) generate sequences which are com-
puted from an initial seed value. Often they are computed recursively in the follow-
ing way:

5 = seed
sivl = f(si). i=0.1,...

A generalization of this are generators of the form s, | = f(s;..5_.....5_;). where
t is a fixed integer. A popular example is the linear congruential generator:

sp = seed

Sipp =asi+bmodm, i=0,1....

where a. b, m are integer constants. Note that PRNGs are not random in a true sense
because they can be computed and are thus completely deterministic. A widely used
example is the rand() function used in ANSI C. It has the parameters:

sp = 12345
sip1 = 11035152455, 4+ 12345 mod 2°!, i=0,1,...

A common requirement of PRNGs is that they possess good statistical proper-
ties, meaning their output approximates a sequence of true random numbers. There
are many mathematical tests, e.g., the chi-square test, which can verify the statistical
behavior of PRNG sequences. Note that there are many, many applications for pseu-
dorandom numbers outside cryptography. For instance. many types of simulations
or testing, e.g., of software or of VLSI chips, need random data as input. That is the
reason why a PRNG is included in the ANSI C specification.



Cryptographically Secure Pseudorandom Number Generators (CSPRNG)

Cryptographically secure pseudorandom number generators (CSPRNGs ) are a spe-
cial type of PRNG which possess the following additional property: A CSPRNG is
PRNG which is unpredictable. Informally, this means that given n output bits of the
key stream s;, §i41, ..., Si4n=1, Where n is some integer, it is computationally infea-
sible to compute the subsequent bits ;4. Si4ns1..... A more exact definition is that
given n consecutive bits of the key stream, there is no polynomial time algorithm
that can predict the next bit 5,41 with better than 50% chance of success. Another
property of CSPRNG is that given the above sequence, it should be computationally
infeasible to compute any preceding bits 5;_y,5_3,....

Note that the need for unpredictability of CSPRNGs is unique to cryptography.
In virtually all other situations where pseudorandom numbers are needed in com-
puter science or engineering, unpredictability is not needed. As a consequence, the
distinction between PRNG and CSPRN and their relevance for stream ciphers is of-
ten not clear to non-cryptographers. Almost all PRNG that were designed without
the clear purpose of being stream ciphers are not CSPRNGs.

Building Key Streams from PRNGs

Here is an idea that seems promising (but in fact is pretty bad): Many PRNGs pos-
sess good statistical properties, which are necessary for a strong stream cipher. If
we apply statistical tests to the key stream sequence, the output should pretty much
behave like the bit sequence generated by tossing a coin. So it is tempting to assume
that a PRNG can be used to generate the key stream. But all of this is not sufficient
for a stream cipher since our opponent, Oscar, is smart. Consider the following at-
tack:

Example 2.2. Let's assume a PRNG based on the linear congruential generator:

So = seed
Siv1=AS;+Bmodm, i=0.1....

where we choose m to be 100 bits long and S;,A.B € {0.1,..., — 1}. Note that this
PRNG can have excellent statistical properties if we choose the parameters carefully.
The modulus m is part of the encryption scheme and is publicly known. The secret
key comprises the values (A, B) and possibly the seed 5p, each with a length of 100.
That gives us a key length of 200 bit, which is more than sufficient to protect against
a brute-force attack. Since this is a stream cipher, Alice can encrypt:



Vvi=x; + simod 2

where s; are the bits of the binary representation of the PRNG output symbols §;.

But Oscar can easily launch an attack. Assume he knows the first 300 bits of
plaintext (this is only 300/8=37.5 byte), e.g.. file header information, or he guesses
part of the plaintext. Since he certainly knows the ciphertext, he can now compute
the first 300 bits of key stream as:

s;i=Evi+xmodm , i=1,2,...,300

These 300 bits immediately give the first three output symbols of the PRNG: §, =
(51,....5100). 52 = (5101, ..,5200) and 53 = (5201....,5300). Oscar can now generate
two equations:

S2=AS5 +Bmodm
53 EHSE-I-B mod m

This is a system of linear equations over Z,, with two unknowns A and B. But those
two values are the key, and we can immediately solve the system, yielding:

A=(5-5)/(51—-52) mod m
B=5 —5|{51 —S;:,),F(Sl —52} mod m

In case ged((S1 —52).m)) # 1 we get multiple solutions since this is an equation sys-

tem over Z,,. However, with a fourth piece of known plaintext the key can uniquely

be detected in almost all cases. Alternatively, Oscar simply tries to encrypt the mes-

sage with each of the multiple solutions found. Hence, in summary: if we know a

few pieces of plaintext, we can compute the key and decrypt the entire ciphertext!
&

This type of attack is why the notation of CSPRNG was invented.

Building Key Streams from CSPRNGs

What we need to do to prevent the attack above is to use a CSPRNG, which assures
that the key stream is unpredictable. We recall that this means that given the first n
output bits of the key stream sy,52...., 8, it is computationally infeasible to com-
pute the bits 5,417,542, .... Unfortunately, pretty much all pseudorandom number
generators that are used for applications outside cryptography are nor cryptograph-
ically secure. Hence, in practice, we need to use specially designed pseudorandom
number generators for stream ciphers.

The question now is how practical stream ciphers actually look. There are many
proposals for stream ciphers out in the literature. They can roughly be classified as
ciphers either optimized for software implementation or optimized for hardware im-
plementation. In the former case, the ciphers typically require few CPU instructions



to compute one key stream bit. In the latter case, they tend to be based on operations
which can easily be realized in hardware. A popular example is shift registers with
feedback, which are discussed in the next section. A third class of stream ciphers
is realized by using block ciphers as building blocks. The cipher feedback mode,
output feedback mode and counter mode to be introduced in Chap. 5 are examples
of stream ciphers derived from block ciphers.

It could be argued that the state-of-the-art in block cipher design is more ad-
vanced than stream ciphers. Currently it seems to be easier for scientists to design
“secure” block ciphers than stream ciphers. Subsequent chapters deal in great detail

with the two most popular and standardized block ciphers, DES and AES.

2.3 Shift Register-Based Stream Ciphers

As we have learned so far, practical stream ciphers use a stream of key bits 5y, 53,...
that are generated by the key stream generator, which should have certain properties.
An elegant way of realizing long pseudorandom sequences is to use linear feedback
shift registers (LFSRs). LFSRs are easily implemented in hardware and many, but
certainly not all, stream ciphers make use of LFSRs. A prominent example is the
AS5/1 cipher, which is standardized for voice encryption in GSM. As we will see,
even though a plain LFSR produces a sequence with good statistical properties, it
is cryptographically weak. However, combinations of LFSRs, such as A5/1 or the
cipher Trivium, can make secure stream ciphers. It should be stressed that there
are many ways for constructing stream ciphers. This section only introduces one of
several popular approaches.

2.3.1 Linear Feedback Shift Registers (LFSR)

An LF5R consists of clocked storage elements (flip-flops) and a feedback path. The
number of storage elements gives us the degree of the LFSR. In other words, an
LFSR with m flip-flops is said to be of degree m. The feedback network computes
the input for the last flip-flop as XOR-sum of certain flip-flops in the shift register.

Example 2.3. Simple LFSR We consider an LFSR of degree m = 3 with flip-flops
FF, FFy. FFy, and a feedback path as shown in Fig. 2.6. The internal state bits are
denoted by s; and are shifted by one to the right with each clock tick. The rightmost
state bit is also the current output bit. The leftmost state bit is computed in the
feedback path, which is the XOR sum of some of the flip-flop values in the previous
clock period. Since the XOR is a linear operation, such circuits are called linear
feedback shift registers. If we assume an initial state of (5, = 1,5 = 0,5, =0).
Table 2.2 gives the complete sequence of states of the LESR. Note that the rightmost
column is the output of the LESR. One can see from this example that the LFSR
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Fig. 2.6 Linear feedback shift register of degree 3 with initial values 52, 51, 5o

Tahle 2.2 Sequence of states of the LFSR
FE|FF|FRy==s5
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starts to repeat after clock cycle 6. This means the LFSR output has period of length
7 and has the form:
0010111 0010111 OO10111 ...

There is a simple formula which determines the functioning of this LESR. Let’s
look at how the output bits s; are computed, assuming the initial state bits sg. 5y, s2:

53 = 5; + 50 mod 2
S4=s524+5 mod 2
55 = s34+ 5, mod 2

In general, the output bit is computed as:
Sit3 =sip1+5 mod 2

where i =0.1,2,...
o

This was, of course, a simple example. However, we could already observe many
important properties. We will now look at general LFSRs.



A Mathematical Description of LFSRs

The general form of an LFSR of degree m is shown in Fig. 2.7. It shows m flip-flops
and m possible feedback locations, all combined by the XOR operation. Whether a
feedback path is active or not, is defined by the feedback coefficient pg. py.. ... pPm=1:

m If p; = 1 (closed switch). the feedback is active.
m If p; =0 (open switch), the corresponding flip-flop output is not used for the
feedback.

With this notation, we obtain an elegant mathematical description for the feedback
path. If we multiply the output of flip-flop i by its coefficient p;, the result is either
the output value if p; = 1, which corresponds to a closed switch, or the value zero if
pi =0, which corresponds to an open switch. The values of the feedback coefficients
are crucial for the output sequence produced by the LFSR.
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Fig. 2.7 General LFSE with feedback coefficients p; and initial values sq,_j..... 5

Let’s assume the LFSR is initially loaded with the values sg.....5n—1. The next
output bit of the LFSR s,,. which is also the input to the leftmost flip-flop, can be
computed by the XOR-sum of the products of flip-flop outputs and corresponding
feedback coefficient:

Sm = Sm—1Pm—1+---+51p1 +50po mod 2

The next LFSR output can be computed as:

Smtl = SmPm=1 4+ 52 + 510 mod 2

In general, the output sequence can be described as:

=1

Sigm = ZF}'51'+_{' mod 2; TIPJ'E{[LI'}T i'=ﬂ.,l.,2 (2.1)
=0

Clearly, the output values are given through a combination of some previous output
values. LFSRs are sometimes referred to as linear recurrences.



Due to the finite number of recurring states, the output sequence of an LF5R re-
peats periodically. This was also illustrated in Example 2.3. Moreover, an LFSR can
produce output sequences of different lengths, depending on the feedback coeffi-
cients. The following theorem gives us the maximum length of an LFSR as function
of its degree.

Theorem 2.3.1 The maximum sequence length generated by an
LFSR of degree m is 2™ — 1.

It is easy to show that this theorem holds. The state of an LFSR is uniquely deter-
mined by the m internal register bits. Given a certain state, the LFSR. deterministi-
cally assumes its next state. Because of this, as soon as an LF5R assumes a previous
state, it starts to repeat. Since an m-bit state vector can only assume 2™ — 1 nonzero
states, the maximum sequence length before repetition is 2" — 1. Note that the all-
zero state must be excluded. If an LFSR assumes this state, it will get “stuck”™ in
it, i.e., it will never be able to leave it again. Note that only certain configurations
(Po.- ... Pm=1) yield maximum length LFSRs. We give a small example for this be-
low.

Example 2.4. LF5R with maximum-length output sequence
Given an LFSR of degree m = 4 and the feedback path (p3s =0,p2 =0,p) =
1, pp = 1), the output sequence of the LFSR has a period of 2" =1 =15, ie., it
is a maximum-length LFSR.

o

Example 2.5. LF5SR with non-maximum output sequence
Given an LFSR of degreem =4 and (p3 =1, p2 = 1, p1 = 1., po = 1), then the output
sequence has period of 5; therefore, it is not a maximum-length LFSR. ¢

The mathematical background of the properties of LFSR sequences is beyond
the scope of this book. However, we conclude this introduction to LFSRs with some
additional facts. LFSRs are often specified by polynomials using the following no-
tation: An LFSR with a feedback coefficient vector (pm—1...., p1,po) is represented
by the polynomial

P(x) =x"+ ppor @™+ 4 prxt py

For instance, the LFSR from the example above with coefficients (p3 =0, p2 =
0.p1 = 1.pgp = 1) can alternatively be specified by the polynomial x* + x + 1.
This seemingly odd notation as a polynomial has several advantages. For instance,
maximum-length LESRs have what is called primitive polynomials. Primitive poly-
nomials are a special type of irreducible polynomial. Irreducible polynomials are
roughly comparable with prime numbers, Le., their only factors are 1 and the
polynomial itself. Primitive polynomials can relatively easily be computed. Hence,
maximum-length LFSRs can easily be found. Table 2.3 shows one primitive poly-
nomial for every value of m in the range from m = 2.3,...,128. As an example,



the notation (0,2, 5) refers to the polynomial 14 x? 4 x°. Note that there are many
primitive polynomials for every given degree m. For instance. there exist 69,273,666
different primitive polynomials of degree m = 31.

Table 2.3 Primitive polynomials for maximume-length LFSRs

{0.1.2) (0,1,3.4.24) (0,1.46)  (0,1,57.68) (023590 (0345112
(0,1.3) (0,3.25) {0,5.47) (0,256,69) (0.1.5891) (0.235113)
(0.1.4) (0L1.3.4.26) (0,23.548) (0,1,3570) (025692 (0.235114)
(0.2.5) (0,1,2.5.27) {0,4.5,6.49) (0,1,35.71) (0293) (0.5,7.8.115)
{0.1.6) (0,1.28)  {0.23.4.50) (0,39.10,72) {0.1.5694) (0.124116)
(0,171 (0,2.29) (0,1.3,6,51) (0,2,34.73) (01195  (0,01,25117)
(0.154.8) (01300 (0352) (0,1,2674) (0.6.9,1096) (0.2,56.118)
{0.1.9) (0330 (0,1.2.653) (0,1,.3.6.75) (0.697) (0.8,119)
(0.310)  (0,2.3.7.32) (0,3.6,8.54) (0,2,4.5.76) (034798 (0,1,34.120)
(02,11 {0,1.3.6.33) (0,1.2.6.55) (0,2,56.77) (013699 (0.1.58121)
(0.3.12) (0L1.3.4.34) (0,2.4.7.56) (0,1,27.78) (0.2.56,100) (0,1,26,122)
(0.1.34,13) (0,2.35)  (0457) (023479 (0,167,101} (0.,2,123)
(0.5,14)  (0,24.5.36) (0,1.5.6,58) (0,2,4.980) (03.56,102) (0,37.124)
(0.1.15)  (0,1.4.6,37) (0,2.4.7.59) (0.4,81) (09103 (0567125
(0.1.3.5,16) (0,1,56.38) (0,1.60)  (0.4,6982) (0.1,34104) (0,247,126
0317y (0439 (0,1,2,5,61) (0,2,4,7.83) (04105  (0,01,127)
(0.3,18) (0,3.4.5.40) {0,3.5.6,62) (0,5,84) (0,1.5,6,106) (0,1,2.7,128)
(012519 {0,341y (0L163) (01,2885 (0479107

(0,320)  (0,1.2.5.42) (0,1.3.4.64) (0,2,56.86) (0.1.4,6,108)

(0.2.21)  (0,3.4.6.43) (0,1.3.4.65) (0,1.57.87) (0,245,109

(0.1.22)  (0544) (03.66)  (0.39.1188) (0.146,110)

(0.5.23)

(0,1.3.4.45) (0,1.2.5.67) (0,3,56.80) {0247.111)



